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RESPONSE TO EXAMINER'S ANSWER 

In the Examiner's Answer of January 24, 2005, the Examiner states at page 3 that 
"The following is a NEW ground(s) of rejection, and is applicable to the appealed claims." 
Appellants respectfully disagree. 

Appellants respectfully submit that a new ground(s) of rejection is not permissible 
by the Examiner. Specifically, section 1208, pages 1200-15 to 1200-16 in the Manuel of Patent 
Examining Procedure (MPEP) state that "An examiner's answer must not include a new ground 
of rejection. . ." (emphasis added). Therefore, the 35 U.S.C. 103(a) rejection under U.S. Patent 
No. 6,226,61 8 to Downs et al. is not a proper reference. 

Furthermore, even if the Examiner could apply Downs as a reference, Appellants 
submit that Downs is not a proper reference because the present application has an effective 
filing date, which antedates the filing date of Downs. 

In particular, in explaining the 103(a) rejection with regard to claims 1-5, 13-15, 
20-24, 32-36, 44-46 and 51-55, the Examiner acknowledged at page 6 of the Examiner's Answer 
that JP '662, Schneck and Ryan do not disclose "comparing means for comparing the decrypted 
information on said copyright protection with the unencrypted information on said copyright 
protection to judge if an attempt to alter the information on said copyright protection has been 
performed. . ." In an attempt to overcome this deficiency, the Examiner relied on Downs (and, in 
particular, column 15, line 58 to column 16, line 50) to teach such feature. 
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Downs was filed on August 13, 1998. The present application, on the other hand, 
has claimed priority under 35 U.S.C. 119 based upon Japanese Application No. 10-200264 filed 
on July 15, 1998 in Japan. A certified translation in English of this priority application (i.e., 
Japanese Application No. 10-200264) accompanies this Reply Brief. Accordingly, the present 
application has an effective filing date, which antedates the filing date of Downs. As a result, it 
is respectfully submitted that Downs is not an effective prior art reference against the present 
application. 

Furthermore, although the applicant has asserted that Downs is not an effective 
reference against the present application, such assertion is not a representation concerning 
distinctions and/or similarities between the present invention and Downs. Applicants reserve the 
right to traverse any further rejection that may be presented on a similar document and having an 
earlier effective date. 

Accordingly, withdrawal of the rejection to claims 1-5, 13-15, 20-24, 32-36, 44- 
46 and 51-55 is respectfully requested. 

The Examiner has continually failed to present a reference, or combination of 
references that discloses a "comparing means for comparing the decrypted information on said 
copyright protection with the unencrypted information on said copyright protection to judge if an 
attempt to alter the information on said copyright protection has been performed. Appellants 
therefore submit that the claims at issue in this Appeal are patentable over the prior art of record 
relied upon by the Examiner. 
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CONCLUSION 

It is respectfully submitted that the Examiner erred in rejecting claims 1-5, 13-15, 
20-24, 32-36, 44-46 and 51-55. Appellants request a reversal of these rejections by this 
Honorable Board. The Examiner's rejections and materials set forth in the Examiner's Reply 
should be reversed and allowance of this application should be mandated. 



Respectfully submitted, 

FROMMER, LAWRENCE & HAUG LLP 
Attorneys for Appellants 




Thomas F. Presson 
Registration No. 41,442 
(212) 588-0800 
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PETITION TO HAVE A NEW GROUND OF REJECTION WITHDRAWN IN AN 

EXAMINER'S ANSWER 

Board of Patent Appeals and Interferences 
Assistant Commissioner for Patents 
Washington, D.C. 20231 
Dear Sir: 



This is a Petition to request withdrawal of a new ground of rejection in an Examiner's 
Answer in the above-identified application. 
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In the Examiner's Answer of January 24, 2005, the Examiner states at page 3 that "The 
following is a NEW ground(s) of rejection, and is applicable to the appealed claims." Appellants 
respectfully disagree. 

Appellants respectfully submit that a new ground(s) of rejection is not permissible by the 
Examiner. Specifically, section 1208, pages 1200-15 to 1200-16 in the Manuel of Patent 
Examining Procedure (MPEP) state that "An examiner's answer must not include a new ground 
of rejection..." (emphasis ours). Therefore, the 35 U.S.C. 103(a) rejection under U.S. Patent No. 
6,226,618 to Downs et al. is not a proper reference. 

Petitioner respectfully requests that the new ground of rejection in the Examiner's 
Answer be withdrawn. 

It is believed that no fee is due for this Petition, but if it is deemed to be otherwise, then 
the Commissioner is authorized to charge our Deposit Account No. 50-0320. 



Respectfully submitted, 

FROMMER LAWRENCE & HAUG LLP 



By: 




Thomas F. Presson 



Reg. No. 41,442 
(212) 588-0800 
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CERTIFIED TRANSLATION 

I, Masaaki Iwami of 3-22, Asagaya-minami 1-chome, 
Suginami-ku, Tokyo, Japan, am an experienced translator of 
the Japanese language into the English language and I hereby 
certify that the attached comprises an accurate translation 
into English of Japanese Patent Application No. H10-200264 
filed July 15, 1998. 

I hereby declare that all statements made herein of my 
own knowledge are true and that all statements made on 
information and belief are believed to be true; and further 
that these statements were made with the knowledge that willful 
false statements and the like so made are punishable by fine 
or imprisonment or both, under Section 1001 of Title 18 of 
the United States Code and that such willful false statements 
may jeopardize the validity of the application or any patent 
issued thereon. 
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[Title of the Invention] INFORMATION- SIGNAL REPRODUCING 
SYSTEM, INFORMATION -SIGNAL READING APPARATUS, 
INFORMATION -SIGNAL PROCESSING APPARATUS, INFORMATION - 
SIGNAL REPRODUCING METHOD, INFORMATION -SIGNAL READING 
METHOD AND INFORMATION -SIGNAL PROCESSING APPARATUS 

[What is Claimed is] 

[Claim 1] An information-signal reproducing system 
comprising an information-signal reading apparatus for 
reading out a main information signal and information on 
copyright protection from a recording medium containing 
said main information signal and information on at least 
copyright protection, and an information- signal 
processing apparatus for receiving said main information 
signal and said information on copyright protection 
received from said information- signal reading apparatus, 
wherein said information-signal reading apparatus 

has : 

readout means for reading out said information on 
copyright protection from said recording medium; 

encryption means for encrypting said information on 
copyright protection read out by said readout means; and 

output means for supplying said information on 
copyright protection encrypted by said encryption means 



and said unencrypted information on copyright protection 
to said information-signal processing apparatus, and 

said information- signal processing apparatus has: 
decryption means for decrypting said encrypted 
information on copyright protection received from said 
information- signal reading apparatus; and 

control means for controlling predetermined 
processing carried out on said main information signal on 
the basis of said unencrypted information on copyright 
protection received from said information-signal reading 
apparatus and information on copyright protection 
obtained as a result of decryption carried out by said 
decryption means. 

[Claim 2] The information- signal reproducing system 
according to claim 1 wherein said information on 
copyright protection is media-type information indicating 
the type of said recording medium. 

[Claim 3] The information- signal reproducing system 
according to claim 1 wherein said encryption means 
employed in said information- signal reading apparatus 
encrypts said information on copyright protection in 
accordance with a CSS system. 

[Claim 4] The information- signal reproducing system 
according to claim 1 wherein: 



additional information for controlling a copy 
operation has been added to said main information signal 
recorded on said recording medium; 

said information- signal processing apparatus is 
provided with an additional -information detecting means 
for detecting said additional information added to said 
main information signal received from said information- 
signal reading apparatus; and 

said control means controls predetermined 
processing carried out on said main information signal by- 
taking said additional information detected by said 
information- signal detecting means into consideration. 

[Claim 5] The information- signal reproducing system 
according to claim 4 wherein: 

said additional information is information 
superposed on said main information signal as digital - 
watermark information; and 

said additional -information detecting means 
employed in said information-signal processing apparatus 
detects said digital -watermark information superposed on 
said main information signal. 

[Claim 6] An information-signal reproducing system 
comprising an information- signal reading apparatus for 
reading out a main information signal and information on 

3 



copyright protection from a recording medium containing 
said main information signal and information on at least 
copyright protection, and an information-signal 
processing apparatus for receiving said main information 
signal and said information on copyright protection 
received from said information-signal reading apparatus, 
wherein said information-signal reading apparatus 

has : 

readout means for reading out said information on 
copyright protection from said recording medium; 

encryption means for encrypting said information on 
copyright protection read out by said readout means ; 

output means for supplying said information on 
copyright protection encrypted by said encryption means 
and said unencrypted information on copyright protection 
to said information-signal processing apparatus; and 

readout control means for controlling an operation 
to read out said main information signal from said 
recording medium in accordance with a readout -control 
signal received from said information- signal processing 
apparatus, and 

said information-signal processing apparatus has: 
decryption means for decrypting said encrypted 
information on copyright protection received from said 
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information- signal reading apparatus; and 

readout -control -signal generating means for 
generating said readout -control signal based on said 
unencrypted information on copyright protection received 
from said information- signal reading apparatus and 
information on copyright protection obtained as a result 
of decryption carried out by said decryption means and 
for supplying said readout -control signal to said 
information- signal reading apparatus . 

[Claim 7] The information-signal reproducing system 
according to claim 6 wherein: 

said information-signal processing apparatus is 
provided with a readout -control -signal encrypting means 
for encrypting a readout -control signal generated by said 
readout -control -signal generating means; and 

said information-signal reading apparatus is 
provided with control - information decrypting means for 
receiving and decrypting encrypted a readout -control 
signal received from said information-signal processing 
apparatus . 

[Claim 8] The information-signal reproducing system 
according to claim 6 wherein said information on 
copyright protection is media-type information indicating 
the type of said recording medium. 



[Claim 9] The information- signal reproducing system 
according to claim 6 wherein said encryption means 
employed in said information- signal reading apparatus 
encrypts said information on copyright protection in 
accordance with a CSS system. 

[Claim 10] The information-signal reproducing system 
according to claim 7 wherein said readout -control -signal 
encrypting means employed in said information- signal 
processing apparatus carries out encryption processing in 
accordance with a system different from a system adopted 
by said encryption means employed in said information- 
signal reading apparatus. 

[Claim 11] The information-signal reproducing system 
according to claim 6 wherein: 

additional information for controlling a copy 
operation has been added to said main information signal 
recorded on said recording medium; 

said information- signal processing apparatus is 
provided with additional-information detecting means for 
detecting said additional information added to said main 
information signal received from said information-signal 
reading apparatus; and 

said readout-control-signal generating means 
generates a readout -control signal to be supplied to said 



information-signal reading apparatus by taking said 
additional information detected by said additional- 
information detecting means into consideration. 

[Claim 12] The information-signal reproducing system 
according to claim 11 wherein: 

said additional information is information 
superposed on said main information signal as digital - 
watermark information; and 

said additional -information detecting means 
employed in said information- signal processing apparatus 
detects said digital-watermark information superposed on 
said main information signal. 

[Claim 13] An information-signal reading apparatus for 
reading out a main information signal and information on 
copyright protection from a recording medium containing 
said main information signal and information on at least 
copyright protection and for supplying said signal and 
said information to. an information- signal processing 
apparatus, said information-signal reading apparatus 
comprising : 

readout means for reading out said information on 
copyright protection from said recording medium ; 

encryption means for encrypting said information on 
copyright protection read out by said readout means; and 



output means for supplying said information on 
copyright protection encrypted by said encryption means 
and said unencrypted information on copyright protection 
to said information- signal processing apparatus. 

[Claim 14] The information-signal reading apparatus 
according to claim 13 wherein said information on 
copyright protection is media-type information indicating 
the type of said recording medium. 

[Claim 15] The information-signal reading apparatus 
according to claim 13 wherein said encryption means 
employed in said information- signal reading apparatus 
encrypts said information on copyright protection in 
accordance with a CSS system. 

[Claim 16] An information-signal reading apparatus for 
reading out a main information signal and information on 
copyright protection from a recording medium containing 
said main information signal and information on at least 
copyright protection and for supplying said signal and 
said information to an information-signal processing 
apparatus, said information-signal reading apparatus 
comprising: 

readout means for reading out said information on 
copyright protection from said recording medium; 

encryption means for encrypting said information on 
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copyright protection read out by said readout means; 

output means for supplying said information on 
copyright protection encrypted by said encryption means 
and said unencrypted information on copyright protection 
to said information- signal processing apparatus; and 

readout control means for controlling an operation 
to read out said main information signal from said 
recording medium in accordance with a readout -control 
signal received from said information-signal processing 
apparatus . 

[Claim 17] The information-signal reading apparatus 
according to claim 16 wherein: 

said readout -control signal generated by said 
information- signal processing apparatus is encrypted 
information; and 

control -information decrypting means is provided 
for decrypting said encrypted readout -control signal. 

[Claim 18] The information-signal reading apparatus 
according to claim 16 wherein said information on 
copyright protection is media-type information indicating 
the type of said recording medium. 

[Claim 19] The information-signal reading apparatus 
according to claim 16 wherein said encryption means 
employed in said information- signal reading apparatus 

9 



encrypts said information on copyright protection in 
accordance with a CSS system. 

[Claim 20] An information-signal processing apparatus 
for receiving a main information signal, encrypted 
information on copyright protection and unencrypted 
information on copyright protection, said information- 
signal processing apparatus comprising: 

decryption means for decrypting said encrypted 
information on copyright protection; and 

control means for controlling predetermined 
processing carried out on said main information signal on 
the basis of said unencrypted information on copyright 
protection and information on copyright protection 
obtained as a result of decryption carried out by said 
decryption means. 

[Claim 21] The information- signal processing apparatus 
according to claim 20 wherein said information on 
copyright protection is media-type information indicating 
the type of said recording medium. 

[Claim 22] The information- signal processing apparatus 
according to claim 2 0 wherein said encrypted information 
on copyright protection is information encrypted in 
accordance with a CSS system. 

[Claim 23] The information- signal processing apparatus 



according to claim 2 0 wherein: 

additional information for controlling a copy- 
operation has been added to said main information signal; 

additional -information detecting means is provided 
for detecting said additional information added to said 
main information signal; and 

said control means controls an operation to output 
said main information signal by taking said additional 
information detected by said information-signal detecting 
means into consideration. 

[Claim 24] The information-signal processing apparatus 
according to claim 23 wherein: 

said additional information is information 
superposed on said main information signal as digital - 
watermark information; and 

said additional-information detecting means detects 
said digital -watermark information superposed on said 
main information signal . 

[Claim 25] An information-signal processing apparatus 
for receiving a main information signal, encrypted 
information on copyright protection and unencrypted 
information on copyright protection , said information- 
signal processing apparatus comprising: 

decryption means for decrypting said encrypted 
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information on copyright protection; and 

control -signal generating means for generating 
control signal based on said unencrypted information on 
copyright protection and information on copyright 
protection obtained as a result of decryption carried out 
by said decryption means and for supplying said control 
signal to a supplier of said main information signal. 

[Claim 26] The information-signal processing apparatus 
according to claim 25 wherein: 

control -signal encrypting means is provided for 
encrypting control signal generated by said control - 
signal generating means; and 

said encrypted control signal is supplied to a 
supplier of said main information signal. 

[Claim 27] The information- signal processing apparatus 
according to claim 25 wherein said information on 
copyright protection is media-type information indicating 
the type of said recording medium. 

[Claim 28] The information- signal processing apparatus 
according to claim 25 wherein said information on 
copyright protection has been encrypted in .accordance 
with a CSS system. 

[Claim 29] The information- signal processing apparatus 
according to claim 26 wherein said information on 
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copyright protection has been encrypted in accordance 
with a system different from a system adopted by said 
control -signal encrypting means. 

[Claim 30] The information-signal processing apparatus 
according to claim 25 wherein: 

additional information for controlling a copy 
operation has been added to said main information signal 
recorded on said recording medium; 

additional -information detecting means is provided 
for detecting said additional information added to said 
main information signal; and 

said control -signal generating means generates a 
control signal by taking said additional information 
detected by said additional - information detecting means 
into consideration . 

[Claim 31] The information-signal processing apparatus 
according to claim 3 0 wherein: 

said additional information is information 
superposed on said main information signal as digital - 
watermark information; and 

said additional -information detecting means detects 
said digital -watermark information superposed on said 
main information signal. 

[Claim 32] An information-signal reproducing method for 



driving an information- signal reading apparatus to read 
out a main information signal and information on 
copyright protection from a recording medium containing 
said main information signal and information on at least 
copyright protection and supply said main information 
signal and said information on copyright protection to an 
information-signal processing apparatus, said 
information-signal reproducing method comprising the 
steps of: 

driving said information- signal reading apparatus 
to supply encrypted information on copyright protection 
and unencrypted information on copyright protection to 
said information- signal processing apparatus; and 

driving said information-signal processing 
apparatus to decrypt said encrypted information on 
copyright protection received from said information- 
signal reading apparatus, and controls predetermined 
processing carried out on said main information signal on 
the basis of said unencrypted information on copyright 
protection received from said information-signal reading 
apparatus and information on copyright protection 
obtained as a result of decryption. 

[Claim 33] The information-signal reproducing method 
according to claim 32 wherein said information on 
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copyright protection is media-type information indicating 
the type of said recording medium. 

[Claim 34] The information- signal reproducing method 
according to claim 32 further including the step of 
encrypting said information on copyright protection in 
accordance with a CSS system. 

[Claim 35] The information-signal reproducing method 
according to claim 32; 

wherein additional information for controlling a 
copy operation has been added to said main information 
signal recorded on said recording medium, said 
information- signal reproducing method further including 
the step of driving said information- signal processing 
apparatus to detect said additional information added to 
said main information signal and control predetermined 
processing carried out on said main information signal by 
taking said detected additional information into 
consideration. 

[Claim 36] The information- signal reproducing method 
according to claim 35; 

wherein said additional information .is information 
superposed on said main information signal as digital- 
watermark information, said information-signal 
reproducing method further including the step of driving 
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said information-signal processing apparatus to detect 
said digital-watermark information superposed on said 
main information signal . 

[Claim 37] An information-signal reproducing method for 
driving an information- signal reading apparatus to read 
out a main information signal and information on 
copyright protection from a recording medium containing 
said main information signal and information on at least 
copyright protection and supply said main information 
signal and said information on copyright protection to an 
information- signal processing apparatus, said 
information- signal reproducing method comprising the 
steps of : 

driving said information-signal reading apparatus 
to supply encrypted information on copyright protection 
and unencrypted information on copyright protection to 
said information-signal processing apparatus and control 
an operation to read out said main information signal 
from said recording medium on the basis of a readout- 
control signal received from said information- signal 
processing apparatus; and 

driving said information- signal processing 
apparatus to decrypt said encrypted information on 
copyright protection received from said information- 
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signal reading apparatus, generate said readout -control 
signal on the basis of said unencrypted information on 
copyright protection received from said information- 
signal reading apparatus and information on copyright 
protection obtained as a result of decryption, and supply 
said readout -control signal to said information-signal 
reading apparatus . 

[Claim 38] The information-signal reproducing method 
according to claim 3 7 further including the steps of: 

driving said information- signal processing 
apparatus to encrypt said readout -control signal and 
supply said encrypted readout -control signal to said 
information- signal reading apparatus; and 

driving said information-signal reading apparatus 
to decrypt said encrypted read-out control signal 
received from said information- signal processing 
apparatus . 

[Claim 39] The information-signal reproducing method 
according to claim 37 wherein said information on 
copyright protection is media-type information indicating 
the type of said recording medium. 

[Claim 4 0] The information- signal reproducing method 
according to claim 3 7 further including the step of 
encrypting said information on copyright protection in 



accordance with a CSS system. 

[Claim 41] The information-signal reproducing method 
according to claim 3 7 further including the steps of: 

encrypting said information on copyright protection 
in accordance with a predetermined system; and 

encrypting said readout control signal in 
accordance with a system different from said 
predetermined system . 

[Claim 42] The information-signal reproducing method 
according to claim 37, 

wherein additional information for controlling a 
copy operation has been added to said main information 
signal recorded on said recording medium, said 
information- signal reproducing method further including 
the step of driving said information-signal processing 
apparatus to : 

detect said additional information added to said 
main information signal received from said information- 
signal reading apparatus; and 

generate a readout -control signal by taking said 
detected additional information into consideration. 

[Claim 43] The information- signal reproducing method 
according to claim 42 # 

wherein said additional information is information 
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superposed on said main information signal as digital - 
watermark information, said information-signal 
reproducing method further including the step of driving 
said information-signal processing apparatus to detect 
said digital -watermark information superposed on said 
main information signal . 

[Claim 44] An information- signal reading method for 
reading out a main information signal and information on 
copyright protection from a recording medium containing 
said main information signal and information on at least 
copyright protection and for supplying said signal and 
said information to an information- signal processing 
apparatus, said information- signal reading method 
comprising the step of supplying encrypted information on 
copyright protection and said unencrypted information on 
copyright protection to. said information- signal 
processing apparatus . 

[Claim 45] The information- signal reading method 
according to claim 44 wherein said information on 
copyright protection is media-type information indicating 
the type of said recording medium. 

[Claim 46] The information-signal reading method 
according to claim 44 further including the step of 
encrypting said information on copyright protection in 



accordance with a CSS system. 

[Claim 47] The An information-signal reading method for 
reading out a main information signal and information on 
copyright protection from a recording medium containing 
said main information signal and information on at least 
copyright protection and for supplying said signal and 
said information to an information-signal processing 
apparatus, said information- signal reading method 
comprising the steps of: 

supplying encrypted information on copyright 
protection and unencrypted information on copyright 
protection to said information-signal processing 
apparatus ; and 

controlling an operation to read out said main 
information signal from said recording medium in 
accordance with a readout -control signal received from 
said information- signal processing apparatus. 

[Claim 48] The information- signal reading method 
according to claim 47, 

wherein said readout -control signal supplied from 
said information- signal processing apparatus is encrypted 
information, said information-signal reading method 
further including the step of decrypting said encrypted 
readout -control signal . 



[Claim 49] The information-signal reading method 
according to claim 47 wherein said information on 
copyright protection is media-type information indicating 
the type of said recording medium. 

[Claim 50] The information-signal reading method 
according to claim 47 wherein said information on 
copyright protection is information encrypted in 
accordance with a CSS system. 

[Claim 51] An information-signal processing method for 
receiving a main information signal, encrypted 
information on copyright protection and unencrypted 
information on copyright protection, said information- 
signal processing method comprising the steps of : 

decrypting said encrypted information on copyright 
protection; and 

controlling predetermined processing carried out on 
said main information signal on the basis of said 
unencrypted information on copyright protection and 
decrypted information on copyright protection. 

[Claim 52] The information-signal processing method 
according to claim 51 wherein said information on 
copyright protection is media-type information indicating 
the type of said recording medium. 

[Claim 53] The information-signal processing method 



according to claim 51 wherein said encrypted information 
on copyright protection is information encrypted in 
accordance with a CSS system. 

[Claim 54] The information- signal processing method 
according to claim 51 wherein additional information for 
controlling a copy operation has been added to said main 
information signal, said information-signal processing 
method further including the steps of : 

detecting said additional information added to said 
main information signal; 

controlling predetermined processing carried out on 
said main information signal by taking said detected 
additional information into consideration. 

[Claim 55] The information- signal processing method 
according to claim 54 wherein said additional information 
is information superposed on said main information signal 
as digital-watermark information, said information-signal 
processing method further including the step of detecting 
said digital -watermark information superposed on said 
main information signal. 

[Claim 56] An information-signal processing method for 
receiving a main information signal, encrypted 
information on copyright protection and unencrypted 
information on copyright protection, said information- 

22 



signal processing method comprising the steps of: 

decrypting said encrypted information on copyright 
protection; and 

generating a control signal based on said 
unencrypted information on copyright protection and 
decrypted information on copyright protection and 
supplying said control signal to a supplier of said main 
information signal . 

[Claim 57] The information-signal processing method 
according to claim 56 further including the steps of: 

encrypting said control signal generated by said 
control - signal generating means; and 

supplying said encrypted control signal to a 
supplier of said main information signal . 

[Claim 58] The information-signal processing method 
according to claim 56 wherein said information on 
copyright protection is media-type information indicating 
the type of said recording medium. 

[Claim 59] The information-signal processing method 
according to claim 56 wherein said encrypted information 
on copyright protection is information encrypted in 
accordance with a CSS system. 

[Claim 60] The information-signal processing method 
according to claim 57 further including the step of 
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encrypting said control signal in accordance with a 
system different from a system, in which said information 
on copyright protection is encrypted. 

[Claim 61] The information-signal processing method 
according to claim 56 wherein additional information for 
controlling a copy operation has been added to said main 
information signal, said information-signal processing 
method further including the steps of : 

detecting said additional information added to said 
main information signal; and 

generating said control signal by taking said 
detected additional information into consideration. 

[Claim 62] The information- signal processing method 
according to claim 56 wherein said additional information 
is information superposed on said main information signal 
as digital -watermark information, said information-signal 
processing method further including the step of detecting 
said digital -watermark information superposed on said 
main information signal. 

[Detailed Description of the Invention] 
[0001] 

[Technical Field to which the Invention Pertains] 

The present invention relates to an information- 
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signal reproducing system, an information-signal reading 
apparatus, an information- signal processing apparatus, an 
information-signal reproducing method, an information- 
signal reading method and an information- signal 
processing method for protecting the copyright of an 
information signal recorded on recording media such as a 
DVD (Digital Video Disc) for presenting the information 
signal to the user or an information signal transmitted 
through transmission media such as the Internet and for - 
preventing an illegal copy of such an information signal 
from being produced. 
[0002] 

With popularization of digital contents transmitted 
through the Internet and recorded on a digital video disk 
going on in recent years, infringement of a copyright 
granted to authors of digital contents in the form of an 
illegal copy of the digital contents becomes a problem. 
In order to solve the problem, there is a conceivable 
technique for preventing an illegal copy of digital 
contents from being produced. The technique uses 
information added to the digital contents for controlling 
copies of the digital contents. 
[0003] 

With regard to prevention of an illegal copy from 



being produced, one can conceive a control implementation 
whereby a copy is not allowed at all and another control 
implementation in which a copy produced from an original 
source is allowed, but not of a copy produced from a copy 
in dependence on a source on which the copy prevention 
control is to be implemented. The latter is also referred 
to as a generation- limited copy control system. The 
former is applied to original software produced and sold 
by a content maker such as contents of a DVD-ROM. On the 
other hand, the generation- limited copy control system is 
applied to, among others, information transmitted through 
broadcasting media . 
[0004] 

In the case of the generation- limited copy control 
system, a system capable of controlling copy generations 
is desirable. As a system of information on copy control 
capable of controlling copy generations, there have been 
proposed a CGMS (Copy Generation Management System) and a 
system using digital -watermark processing. 
[0005] 

The digital -watermark processing is processing to 
embed information as noise into a part of picture data or 
music data which is trivial to the perception of a human 
being or a non-redundant part of a piece of music or a 



picture. Additional information embedded in such digital - 
watermark processing into picture or music data is 
difficult to extract from the data. On the other hand, it 
is possible to detect additional information embedded in 
such digital -watermark processing into picture or music 
data from the data even after the data has been subjected 
to a filtering process or data compression. 
[0006] 

In the case of a copy control system using digital- 
watermark processing, additional information to be 
embedded into picture or music data indicates one of the 
following four control implementations: 

(1) Copy Free (allowing copies to be produced freely) 

(2) One Copy (allowing only the first copy generation 
to be produced) 

(3) No More Copy (allowing no subsequent copy 
generations) 

(4) Never Copy (absolutely allowing no copy) 
The above control implementations represent 

restrictions of copy generations and copies of the 
picture or music data on which information /is superposed 
by the digital -watermark processing. 
[0007] 

In the copy- free control implementation, music or 



picture data can be copied freely. In the one-copy 
control implementation, only the first copy generation of 
music or picture data can be produced. The no-more-copy 
control implementation is applied to music or picture 
data of the first copy generation which has been produced 
in compliance with the one-copy control implementation 
(the second control implementation) . With the no-more - 
copy control implementation, music or picture data of the 
first copy generation is prohibited from copying. The 
never-copy control implementation (the fourth control 
implementation) does not allow a copy to be produced at 
all. 

[0008] 

If digital -watermark information superposed on 
picture or music data indicates the one -copy control 
implementation, a recording apparatus conforming digital - 
watermark processing (that is, conforming to copy- 
restriction processing) will find out that the picture or 
music data can be copied and recorded, and thus record a 
copy of the data. However, the recording apparatus will 
update the digital -watermark information to information 
indicating the no-more-copy control implementation and 
superpose the updated information on the recorded data. 
If digital-watermark information superposed on picture or 
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music data to be dubbed indicates the no-more-copy 
control implementation, on the other hand, a recording 
apparatus conforming digital -watermark processing will 
determine that an operation to copy and record the 
picture or music data thereof is prohibited and inhibit a 
recording operation . 
[0009] 

The CGMS system is a system in which 2 -bit 
additional information for copy control is superposed on 
one specific horizontal zone in a vertical blanking 
period if the picture signal is an analog signal, or 2- 
bit additional information is added to picture data if 
the picture data is digital data. 
[0010] 

The 2 -bit information added by the CGMS system 
which is referred to hereafter as CGMS information has 
the following meanings: 

[00] Copy-free control implementation 

[10] One-copy control implementation (allowing one- 

generation copy) 

[11] Never-copy control implementation * (copy strictly 

prohibited) 

The CGMS system does not implement the no-more-copy 
control implementation described above. 



[0011] 

If the CGMS information added to picture data is 
[10] , a recording apparatus conforming to the CGMS system 
will find out that the picture data can be copied and 
recorded and record a copy of the data. However, the 
recording apparatus will update the CGMS information to 
[11] and superpose the updated information on the 
recorded data. If CGMS information superposed on picture 
data to be recorded is [11] , on the other hand, a 
recording apparatus conforming to the CGMS system will 
determine that an operation to copy and record the 
picture data thereof is prohibited and inhibit a 
recording operation . 
[0012] 

[Problems to be Solved by the Invention] 

By the way, in a recording apparatus not 
implementing copy control based on information on copy 
control such as CGMS information or digital -watermark 
information, for example, an input main information 
signal can be copied in some cases even if the input main 
information signal includes additional information on 
copy control indicating the never-copy or one-copy 
control implementation . 

[0013] 
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In order to solve the aforementioned problem, in 
addition to the digital -watermark and CGMS information 
described above, information on copyright protection is 
recorded into a recording medium for recording a main 
information signal including picture or music data. One 
can conceive that, by using information on copyright 
protection, a person committing an illegal copy act can 
be investigated with ease and can be proven easily, and 
the use of an illegally copied main information signal 
can be invalid. 
[0014] 

Examples of the information on copyright protection 
are information identifying an author creating the main 
information signal, various kinds of information useful 
for proving, investigating or exposure of an illegal 
copying act and information restricting the use of a main 
information signal. The information identifying an author 
includes the name or a code of the author. The 
information useful for proving, investigating or exposure 
of an illegal copying act includes a date on which a main 
information signal is recorded into a recording medium or 
data for identifying a recording apparatus. The 
information restricting the use of a main signal includes 
information indicating a valid period during which the 



user is allowed to use the main information signal and 
the serial number of an apparatus for reproducing the 
main information signal . 
[0015] 

In addition, in the case of a disk recording medium, 
in order to allow a reproducing or recording apparatus to 
distinguish a read-only ROM disk or a rewritable RAM disk 
from each other, medium-type identification information 
is recorded typically in a TOC (Table of Contents) or a 
directory of the disk. The medium- type identification 
information is also used as information on copyright 
protection. For example, by using the medium- type 
identification information in conjunction with digital- 
watermark information described above, it is possible to 
inhibit an operation to reproduce a main information 
signal obtained as a result of an illegal copy operation. 
[0016] 

This is because there will be a difference in 
information on copy control added to a main information 
signal recorded on a recording medium between an 
unrewritable read-only ROM disk legally containing a main 
information signal such as picture data presented by a 
content maker and a rewritable RAM disk containing 
information obtained as a result of an operation to copy 



a main information signal which is originally recorded on 
such a ROM disk and presented to the user through 
communication media such as the Internet. 
[0017] 

That is to say, in the case of the so-called 
commercially available ROM disk, digital -watermark 
information indicating a never-copy control 
implementation is normally added to a main information 
signal recorded on the ROM disk in order to protect the 
disk from an operation to illegally copy the signal. 
[0018] 

In the case of a RAM disk used by the user mainly 
for recording a main information signal, on the other 
hand, digital -watermark information indicating a never- 
copy or a one -copy control implementation is never added 
to the main information signal recorded on the disk. 
[0019] 

That is to say, digital -watermark information which 
shows a never-copy control implementation and is added to 
a main information signal recorded on a RAM disk 
indicates that the main information signal .has been 
obtained as a result of an operation to illegally copy a 
main information signal recorded on a ROM disk 
implementing the never-copy control. 
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[0020] 

In addition, when digital -watermark information 
which shows a one -copy control implementation added to a 
main information signal recorded on a RAM disk is 
rewritten by an apparatus implementing copy control based 
on information on copy control into a no-more -copy 
control implementation and the main information signal 
with this digital -watermark information indicating the 
no-more-copy control implementation is then recorded into 
the RAM disk. Thus, a main information signal recorded on 
a RAM disk will not eventually have digital -watermark 
information indicating a one-copy control implementation. 
If such a RAM disk exists, the main information signal 
recorded therein must have been obtained as a result of 
an illegal copy operation. 
[0021] 

In addition, even though a main information signal 
recorded normally on a ROM disk may have additional 
digital -watermark information indicating a never- copy 
control implementation, the main information signal is 
never rewritten into a ROM disk. Thus, there is no way 
that a main information signal recorded on a ROM disk has 
additional digital -watermark information indicating a no- 
more-copy control implementation. 



[0022] 

It should be noted that additional information 
indicating a one-copy control implementation for a main 
information signal recorded on a ROM disk allows a first - 
generation copy of the main information signal to be 
produced from the ROM disk. The permission to generate a 
first-generation copy also means that a copy of the main 
information signal can always be produced as long as the 
copy is made from the same ROM disk as an original source 
and also means that, as a matter of fact, the main 
information signal can be copied from the ROM disk with a 
high degree of freedom. The presentation of a main 
information signal in such a way is not conceived as a 
desirable presentation from the copyright -protection 
point of view. Nevertheless, the fact that the use of 
additional information indicating a one-copy control 
implementation for a main information signal recorded on 
a ROM disk is not prohibited means that the presentation 
of a main information signal in such a way may exist. 
[0023] 

In order to take advantage of the fact that a 
difference in information on copy control added to a main 
control signal recorded on a recording medium exists 
between a ROM disk and a RAM disk as described above, 
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there has been conceived a disk reproducing apparatus 
shown in FIG. 8 wherein control to reproduce a main 
information signal from a disk such as a DVD is executed 
by using media identification information of the disk in 
conjunction with information on copy control such as the 
digital -watermark information added to the main 
information signal. The media identification information 
is also referred to hereafter as information on the media 
type. The conceivable disk reproducing apparatus of this 
type is explained as follows. 
[0024] 

As shown in FIG. 8, an information- signal 
reproducing apparatus (an information- signal reproducing 
system) 100 includes a disk reproducing apparatus 101, a 
data processing unit 102 and a transmission line 103 
connecting the disk reproducing apparatus 101 and the 
data processing unit 102. In this system, the disk 
reproducing apparatus 101 is implemented typically by a 
disk drive apparatus for reading out a main information 
signal from a disk such as a DVD. On the other hand, the 
data processing unit 102 is a personal computer for 
carrying out predetermined processing on a main 
information signal read out by the disk reproducing 
apparatus 101 from a disk and for outputting a result of 



the processing. 
[0025] 

A disk 3 00, on which a main information signal to 
be reproduced has been recorded; is mounted on the disk 
reproducing apparatus 101. Then, a readout unit 101 reads 
out the main information signal recorded in a data area 
of the disk 3 00 and information on the media type 
recorded typically in a TOC of the disk 300. The 
information on the media type is then supplied to a 
media-type decoding unit 105 employed in the data 
processing unit 102 through the transmission line 103 and 
the main information signal is supplied to a digital- 
watermark- information detecting unit 106 and a switch 
circuit 108 .also employed in the data processing unit 102 
through the transmission line 103 . 
[0026] 

The media-type decoding unit 105 decodes the 
information on the media type, outputting information 
indicating whether the disk 300 mounted on the disk 
reproducing apparatus 101 is a RAM or ROM disk to an 
output control unit 107. On the other hand,- the digital- 
watermark- information detecting unit 106 detects the 
information on copy control superposed on the main 
information signal as digital-watermark information, 



outputting the information on copy control also to the 
output control unit 107. 
[0027] 

The output control unit 107 controls a switch 
circuit 108 to turn on or off in accordance with the 
information indicating the media type and the information 
on copy control. To put it in detail, if the disk 3 00 is 
a ROM disk with the information on copy control 
indicating a no-more-copy control implementation or if 
the disk 3 00 is a RAM disk with the information on copy 
control indicating a never-copy or one-copy control 
implementation, the output control unit 107 determines 
that the main information signal recorded on the disk 3 00 
is an illegal copy as described above. In this case, the 
output control unit 107 executes control to turn off the 
switch circuit 108, disallowing the main information 
signal to be supplied to any apparatus at the following 
stage. Otherwise, the output control unit 107 determines 
that the main information signal recorded on the disk 3 00 
is legally produced, executing control to turn on the 
switch circuit 108. 
[0028] 

In this way, by referring to the information on the 
media type of a disk containing a recorded main 
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information signal to be reproduced, the information- 
signal reproducing system 100 is capable of preventing a 
main information signal illegally recorded on the disk 
from being reproduced. 
[0029] 

If the information on the media type of the disk is 
improperly altered during transmission between the disk 
reproducing apparatus 101 and the data processing unit 
102, however, a main information signal illegally 
recorded on the disk can be reproduced and manipulated 
illegally. As a result, there is raised a problem of 
repeated illegal copy operations. Assume that a main 
information signal recorded on a ROM disk with additional 
digital -watermark information indicating the never-copy 
control implementation is illegally copied into a RAM 
disk which normally never includes information on copy 
control indicating a never-copy control implementation. 
Since the RAM disk illegally copied the contents of the 
ROM disk, however, there are some cases where the main 
information signal copied into the RAM disk has the 
additional digital -watermark information indicating the 
never-copy control implementation. 
[0030] 

In such a case, the information- signal reproducing 
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system 100 shown in FIG. 8 will not reproduce the main 
information signal illegally copied into the RAM disk 
provided that the reproduction control described above is 
executed normally. With an illegal reproducing system 200 
shown in FIG. 9, however, a main information signal 
obtained as a result of an illegal copy operation can be 
reproduced and manipulated with a high degree of freedom 
as described below. 
[0031] 

A media- type altering apparatus 201 shown in FIG. 9 
is used for altering information on the media type read 
out from a disk by the readout unit 104 employed in the 
disk reproducing apparatus 101 to information indicating 
another media type. To be more specific, the media- type 
altering apparatus 201 alters information on the media 
type read out from the disk by the readout unit 104 to 
other media-type information indicating a ROM disk, if 
the information read out indicates a RAM disk, or to 
other media-type information indicating a RAM disk if the 
information indicates a ROM disk. Then, the media- type 
altering apparatus 201 supplies the altered- information 
on the media type to the media-type decoding unit 105 
employed in the data processing unit 102. 
[0032] 
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When a RAM disk is illegally recorded a main 
information signal with additional digital -watermark 
information indicating the never-copy control 
implementation by means of a ROM disk or indicating the 
never-copy or one -copy control implementation by the way 
of the Internet, the illegal reproducing system shown in 
FIG. 9 is capable of normally reproducing a main 
information signal presented to the user along with 
additional digital -watermark information indicating the 
never-copy control implementation or presented to the 
user along with additional digital -watermark information 
indicating the never-copy or one -copy control 
implementation by the way of the Internet. Accordingly, 
even a main information signal obtained as a result of an 
illegal copy operation of the signal into a RAM disk can 
be utilized. In this case, the copyright is infringed by 
the use of the illegal main information signal. 
[0033] 

Such infringement of a copyright is made possible 
by alteration of not only information on the media type 
but also other information on copyright protection such 
as information indicating a valid period during which the 
user is allowed to reproduce a main information and 
information restricting usable reproducing apparatuses, 
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That is to say, with these other pieces of information on 
copyright protection altered after being read out from a 
disk, control of an operation to reproduce a main 
information signal can no longer be executed normally. 
Also in this case, a main information signal obtained as 
a result of an illegal copy operation or a main 
information signal with restricted reproduction 
operations can be reproduced without restrictions and the 
author of the main information signal loses many benefits, 
to which the author is entitled. 
[0034] 

It is thus an object of the present invention 
addressing the problems described above to provide an 
apparatus and a method for protecting a copyright of a 
main information signal with a high degree of reliability 
and for preventing a main information signal from being 
copied illegally by substantially disabling an operation 
to reproduce a main. information signal obtained as a 
result of an illegal copy operation. 
[0035] 

[Means for Solving the Problems] 

In order to solve the problems described above, the 
present invention and according to claim 1 thereof, there 
is provided an information- signal reproducing system 



including an information- signal reading apparatus for 
reading out a main information signal and information on 
copyright protection from a recording medium containing 
the main information signal and information on at least 
copyright protection, and an information-signal 
processing apparatus for receiving the main information 
signal and the information on copyright protection 
supplied from the information- signal reading apparatus, 
wherein the information-signal reading apparatus has: a 
readout means for reading out the information on 
copyright protection from the recording medium; an 
encryption means for encrypting the information on 
copyright protection read out by the readout means; and 
an output means for supplying the information on 
copyright protection encrypted by the encryption means 
and the unencrypted information on copyright protection 
to the information-signal processing apparatus, and the 
information-signal processing apparatus has: a decryption 
means for decrypting the encrypted information on 
copyright protection supplied from the information- signal 
reading apparatus; and a control means for .controlling 
predetermined processing carried out on the main 
information signal on the basis of the unencrypted 
information on copyright protection received from the 



information- signal reading apparatus and information on 
copyright protection obtained as a result of decryption 
carried out by the decryption means. 
[0036] 

With the information- signal reproducing system 
according to claim 1 , the readout means employed in the 
information- signal readout apparatus reads out 
information on copyright protection from a recording 
medium. By using the information on copyright protection, 
a person committing an illegal copying act can be 
investigated with ease, an illegal copying act can also 
be easily proven and the use of an illegally copied main 
information signal can be disabled as well. 
[0037] 

The encryption means encrypts the information on 
copyright protection read out by the readout means and 
the output means supplies the information on copyright 
protection encrypted by the encryption means and the 
unencrypted information on copyright protection to the 
information-signal processing apparatus. In this way, 
both the information on copyright protection encrypted by 
the encryption means and the unencrypted information on 
copyright protection are supplied to the information- 
signal processing apparatus. Even though the contents of 
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the two pieces of information on copyright protection are 
the same, the states in which the two pieces of 
information are transferred to the information- signal 
processing apparatus are different. 
[0038] 

In the information- signal processing apparatus, the 
encrypted information on copyright protection is 
decrypted by the decryption means. Then, the control 
means controls predetermined processing carried out on 
the main information signal on the basis of the 
unencrypted information on copyright protection supplied 
from the information- signal reading apparatus and the 
information on copyright protection obtained as a result 
of the decryption carried out by the decryption means. 
[0039] 

As described above, both the information on 
copyright protection read out from the recording medium 
and encrypted information on copyright protection are 
used. Since the encrypted information on copyright 
protection is difficult to alter, it will be possible to 
determine whether or not the information on- copyright 
protection has been altered in an attempt to reproduce 
the main information signal obtained as a result of an 
illegal copy operation. When thus discriminated being 



different from each other, a main information signal 
obtained as a result of an illegal copy operation can be 
prevented from being reproduced with a high degree of 
reliability . 
[0040] 

In addition, according to claim 2 of the invention, 
there is provided an information- signal reproducing 
system as defined in claim 1 above, wherein the 
information on copyright protection is media- type 
information indicating the type of the recording medium. 
[0041] 

With the information-signal reproducing system as 
set forth in claim 2, the information on the media type 
recorded in a recording medium is information indicating 
whether the recording medium is a read-only ROM disk or a 
writable RAM disk, and is recorded in the TOC or the 
directory of the recording medium. This information on 
the media type can be used as information on copyright 
protection, which is then encrypted and supplied to the 
information- signal processing apparatus along with the 
unencrypted one . 
[0042] 

As described above, it is difficult to alter the 
encrypted medium- type identification information even 
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though the unencrypted one read out from the disk can be 
altered. As a result, if the unencrypted medium- type 
identification information is found different from the 
encrypted medium-type identification information, the 
unencrypted information is determined to have been 
altered in an attempt to reproduce a main information 
signal resulting from an illegal copy operation. Thus, a 
main information signal obtained as a result of an 
illegal copy operation can be prevented from being 
reproduced with a high degree of reliability. 
[0043] 

In addition, according to claim 3 of the invention, 
there is provided an information-signal reproducing 
system as defined in claim 1 above, wherein the 
encryption means employed in the information-signal 
reading apparatus encrypts the information on copyright 
protection in accordance with a CSS system. 
[0044] 

With the information-signal reproducing system as 
set forth in claim 3, the information on copyright 
protection read out by the information-signal readout 
means are subjected to the encryption processing 
according to the CSS (Contents Scramble System) , similar 
to the encryption processing subjected to such as image 



data recorded on a disk like DVD, by the encryption means 
provided in the information- signal reading system. 
[0045] 

As described above, it is difficult to alter the 
encrypted information on copyright protection, thereby 
the information on copyright protection is securely 
supplied from the information-signal reading system to 
the information- signal processing apparatus. Thus, a main 
information signal obtained as a result of an illegal 
copy operation can be prevented from being reproduced 
with a high degree of reliability, on the basis of the 
information on copyright protection and the encrypted 
information on copyright protection. 
[0046] 

In addition, according to claim 4 of the invention, 
there is provided an information-signal reproducing 
system as defined in claim 1 above, wherein additional 
information for controlling a copy operation has been 
added to the main information signal recorded on the 
recording medium; the information-signal processing 
apparatus is provided with an additional - information 
detecting means for detecting the additional information 
added to the main information signal received from the 
information-signal reading apparatus; and the control 
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means controls predetermined processing carried out on 
the main information signal by taking the additional 
information detected by the information- signal detecting 
means into consideration. 
[0047] 

With the information-signal reproducing system as 
set forth in claim 4, the main information signal read 
out from a recording medium includes an additional 
information for operating copy control of the main 
information signal. The additional information indicates 
the content, for example, "Copy Free", "One Copy", "No 
More Copy", "Never Copy" and so on. 
[0048] 

The main information signal is read out by the 
information-signal readout means, so that supplied to the 
information-signal processing apparatus. In the 
information- signal processing apparatus, the additional 
information added to the main information signal by the 
additional -information detecting means is detected. In 
consideration of the detected additional information, the 
control means executes control of predetermined 
processing carried out on the main information signal by 
the informat ion- signal readout means. 
[0049] 



As described above, whether or not the information 
signal recorded on the recording medium is illegal copied 
is reliably determined, with consideration given to the 
additional information for controlling the copy operation 
added to the main information signal. Thereby the 
reproduction control of the information signal recorded 
on the recording medium is executed appropriately and 
reliably . 
[0050] 

In addition, according to claim 5 of the invention, 
there is provided an information-signal reproducing 
system as defined in claim 4, wherein the additional 
information is information superposed on the main 
information signal as digital -watermark information; and 
the additional - information detecting means employed in 
the information- signal processing apparatus detects the 
digital -watermark information superposed on the main 
information signal . 
[0051] 

With the information-signal reproducing system as 
set forth in claim 5, the additional information for 
controlling a copy operation is superposed on the main 
information signal as digital -watermark inf ormation, 
thereby it is difficult to delete or alter the additional 



information itself. However, the additional - information 
detecting means employed in the information-signal 
processing apparatus detects the digital -watermark 
information reliably. 
[0052] 

As described above, the additional information for 
controlling a copy operation added as digital -watermark 
information on the main information signal is detected. 
In consideration of the additional information, the 
reproduction control of the main information signal can 
be executed more appropriately and reliably. 
[0053] 

In addition, according to claim 6 of the invention, 
there is provided an inf ormation-signal reproducing 
system, including an inf ormation-signal reading apparatus 
for reading out a main information signal and information 
on copyright protection from a recording medium 
containing the main information signal and information on 
at least copyright protection, and an information-signal 
processing apparatus for receiving the main information 
signal and the information on copyright protection 
received from the inf ormation-signal reading apparatus, 
wherein the inf ormation-signal reading apparatus has: 
readout means for reading out the information on 
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copyright protection from the recording medium; 
encryption means for encrypting the information on 
copyright protection read out by the readout means ; 
output means for supplying the information on copyright 
protection encrypted by the encryption means and the 
unencrypted information on copyright protection to the 
information- signal processing apparatus; and readout 
control means for controlling an operation to read out 
the main information signal from the recording medium in 
accordance with a readout -control signal received from 
the information-signal processing apparatus, and the 
information-signal processing apparatus has: decryption 
means for decrypting the encrypted information on 
copyright protection received from the information- signal 
reading apparatus; and readout -control -signal generating 
means for generating the readout -control signal based on 
the unencrypted information on copyright protection 
received from the information- signal reading apparatus 
and information on copyright protection obtained as a 
result of decryption carried out by the decryption means 
and for supplying the readout-control signal to the 
information- signal reading apparatus. 
[0054] 

With the information-signal reproducing system as 
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set forth in claim 6, the system includes information- 
signal reading apparatus in which, information on 
copyright protection is read out by the readout means 
from a recording medium and supplied to the encryption 
means. Then, the encrypted information on copyright 
protection is supplied to the information-signal 
processing apparatus along with the unencrypted 
information on copyright protection. 
[0055] 

In the information-signal processing apparatus, the 
information on copyright protection encrypted by the 
encryption means is decrypted by the decryption means. 
Then, the readout -control -signal generating means 
generates the readout -control signal based on the 
unencrypted information on copyright protection received 
from the information- signal reading apparatus and the 
information on copyright protection decrypted by the 
decryption means, and supplies the generated readout- 
control signal to the information- signal reading 
apparatus . 
[0056] 

In the information- signal reading apparatus, the 
readout control means controls an operation to read out 
the main information signal from the recording medium on 
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the basis of the readout -control signal received from the 
information- signal processing apparatus . 
[0057] 

As described above, reproduction of illegally 
copied information signal by altering information on 
copyright protection can be prevented reliably. In this 
case, an operation itself to read out the main 
information signal from the recording medium is 
controlled, so that the reproduction of the main 
information signal is controlled reliably . 
[0058] 

In addition, according to claim 7 of the invention, 
there is provided the information- signal reproducing 
system as defined in claim 6 above, wherein the 
information-signal processing apparatus is provided with 
a readout -control -signal encrypting means for encrypting 
a readout -control signal generated by the readout - 
control -signal generating means; and the information- 
signal reading apparatus is provided with control - 
information decrypting means for receiving and decrypting 
encrypted a readout -control signal received from the 
information- signal processing apparatus . 
[0059] 

With the information- signal reproducing system 
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according to claim 7, the readout -control signal 
encrypted by the readout -control -signal encrypting means 
of the information-signal processing apparatus is 
supplied to the information- signal reading apparatus. The 
encrypted readout -control signal is decrypted by the 
control -information decrypting means of the information- 
signal reading apparatus. On the basis of the decrypted 
readout -control signal, the readout control means 
operates controlling for reading out the main information 
signal from a recording medium. 
[0060] 

As described above, for example, in an attempt to 
reproduce the main information signal obtained as a 
result of an illegal copy operation, both the encrypted 
information on copyright protection read out from the 
information-signal reading apparatus and the encrypted 
readout-control-signal supplied from the information- 
signal processing apparatus need to be altered. However, 
since both of them are encrypted, it is difficult to 
alter them. Thus, the reliability for the information- 
signal reproducing system is further enhanced. 
[0061] 

In addition, according to claim 8 of the invention, 
there is provided an information-signal reproducing 



system as defined in claim 6 above, wherein the 
information on copyright protection is media-type 
information indicating the type of the recording medium. 
[0062] 

With the information- signal reproducing system as 
set forth in claim 8, the information- signal processing 
apparatus is supplied with the both of unencrypted and 
encrypted media-type information indicating ROM disk or 
RAM disk, as information on copyright protection. 
[0063] 

As described above, even if the unencrypted media- 
type information is altered, it is difficult to alter the 
encrypted media- type information. If the unencrypted 
information on the media type is different from the 
encrypted information on the media type, media- type 
information is determined to have been altered for 
reproduction of illegal-copied information-signal, so 
that information- signal reproducing apparatus can operate 
controlling for reading out the information signal 
appropriately and reliably. 
[0064] 

In addition, according to claim 9 of the invention, 
there is provided an information-signal reproducing 
system as defined in claim 6 above, wherein the 



encryption means employed in the information-signal 
reading apparatus encrypts the information on copyright 
protection in accordance with a CSS system. 
[0065] 

With the information- signal reproducing system as 
set forth in claim 9, when a main information signal 
recorded on a disk recording medium such as DVD is 
provided to the information- signal processing apparatus, 
the information on copyright protection is also, similar 
to a main information, subjected to the encryption 
processing according to the CSS system, then supplied to 
the information-signal processing apparatus. 
[0066] 

As described above, since the information on 
copyright protection can not be altered easily, the 
encrypted information on copyright protection is surely 
supplied from the information-signal reading apparatus to 
the information- signal processing apparatus. Then, in 
accordance with the information on copyright protection 
and encrypted information on copyright protection, the 
information- signal reading apparatus operates readout 
process of the main information signal, appropriately and 
reliably . 
[0067] 



In addition, according to claim 10 of the invention, 
there is provided an information- signal reproducing 
system as defined in claim 7 above, wherein the readout- 
control -signal encrypting means employed in the 
information-signal processing apparatus carries out 
encryption processing in accordance with a system 
different from a system for the encryption means employed 
in the information-signal reading apparatus. 
[0068] 

With the information- signal reproducing system as 
set forth in claim 10, the information on copyright 
protection is encrypted in accordance with a system which 
is different from a system for encrypting the readout - 
control signal. As described above, if the illegal copied 
information- signal on a recording medium is to be 
reproduced, both the encrypted information on copyright 
protection and the readout-control signal are needed to 
be decrypted. Thus, the reliability for the information- 
signal reproducing system is enhanced. 
[0069] 

In addition, according to claim 11 qf the invention, 
there is provided the information- signal reproducing 
system as defined in claim 6 above, wherein: additional 
information for controlling a copy operation has been 
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added to the main information signal recorded on the 
recording medium; the information-signal processing 
apparatus is provided with additional -information 
detecting means for detecting the additional information 
added to the main information signal received from the 
information-signal reading apparatus; and the readout- 
control -signal generating means generates a readout - 
control signal to be supplied to the information- signal 
reading apparatus by taking the additional information . 
detected by the additional - information detecting means 
into consideration. 
[0070] 

With the information- signal reproducing system as 
set forth in claim 11, the main information signal read 
out from a recording medium includes an additional 
information for operating copy control of the main 
information signal . The additional information indicates 
the content, for example, "Copy Free", "One Copy", w No 
More Copy" , "Never Copy" and so on . 
[0071] 

In the information-signal processing . apparatus , the 
additional information added to the main information 
signal is detected by the additional -information 
detecting means. By taking the detected additional 



information into consideration, the readout-control 
signal is generated by the readout -control -signal 
generating means, and supplied to the information- signal 
reading apparatus . 
[0072] 

As described above, in accordance with the 
information on copyright protection and the additional 
information for copy control added to the main 
information signal, the information- signal reading 
apparatus operates controlling for readout process of 
information signal, appropriately and reliably. 
[0073] 

In addition, according to claim 12 of the invention, 
there is provided an information- signal reproducing 
system as defined in claim 11 above, wherein: the 
additional information is information superposed on the 
main information signal as digital -watermark information; 
and the additional - information detecting means employed 
in the information-signal processing apparatus detects 
the digital -watermark information superposed on the main 
information signal . 
[0074] 

With the information- signal reproducing system as 
set forth in claim 12, the additional information for 



copy control is superposed on the main information as 
digital-watermark information, so that it is difficult to 
delete or alter the additional information itself. 
However, the additional-information detecting means of 
the information- signal processing apparatus surely 
detects the digital-watermark. 
[0075] 

As described above, in accordance with the 
information on copyright protection and the additional 
information provided as digital -watermark information 
added to the main information, the information-signal 
reading apparatus operates controlling for readout 
process of information signal, appropriately and reliably. 
[0076] 

[Mode for Carrying out the Invention] 

Next, an information-signal reproducing system, an 
information-signal reading apparatus, an information- 
signal processing apparatus, an information-signal 
reproducing method, an information- signal reading method 
and an information- signal processing method as 
implemented by embodiments of the present invention are 
described by referring to diagrams. 

[0077] 

(Overview of the Information-Signal Reproducing System) 



First of all, an overview of the information-signal 
reproducing system (information-signal reproducing 
apparatus) implemented by an embodiment of the present 
invention is described. The information- signal 
reproducing system implemented by the embodiment 
described below incdludes an information- signal reading 
apparatus for reading out a main information signal from 
a recording medium and an information-signal processing 
apparatus for carrying out predetermined processing on 
the main information signal read out by the information- 
signal reading apparatus . 
[0078] 

In an operation to reproduce data such as a main 
information signal like picture information from a disk 
recording medium, the information- signal reproducing 
system also forms a determination as to whether or not 
the main information signal to be reproduced has been 
obtained as a result of an illegal copy operation in 
order to prevent an illegal main information signal from 
being reproduced. As a result, the copyright on the main 
information signal can be protected and an .illegal 
operation to copy the main information signal can be 
avoided . 
[0079] 
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The formation of a determination as to whether or 
not a main information signal recorded on a disk 
recording medium has been obtained as a result of an 
illegal copy operation is based on information on 
copyright protection recorded on the disk recording 
medium along with the main information signal to be 
reproduced and based on digital -watermark information 
used as information on copy control added to the main 
information signal for implementing copy control . 
[0080] 

As described above, information on copyright 
protection is various kinds of information recorded on a 
recording medium so as to allow a person committing an 
illegal copying act to be investigated with ease and to 
be also proven easily, and the use of an illegally copied 
main information signal to be disabled as well. In the 
embodiments described below, the information on copyright 
protection is exemplified by adapting information on the 
media type having a predetermined relation with the 
information on copy control . 
[0081] 

A disk recording medium can be either an 
unrewritable read-only ROM disk containing a main 
information signal recorded legally by a content maker, 
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or a RAM disk recorded with information which can be 
rewritten by the user. These two types of disk can be 
distinguished from each other by detecting information on 
the media type recorded in the TOC or the directory of 
each disk. 
[0082] 

The information on copy control added to a main 
information signal recorded on a ROM disk presented to 
the user to protect a copyright can be copy- free control 
information which is an exception allowing unrestricted 
copy operations, or never- copy control information 
absolutely prohibiting production of a copy as described 
earlier . 
[0083] 

In the case of a main information signal presented 
to the user by way of the Internet or through 
broadcasting media, it is possible to add information on 
copy control indicating a never-copy control 
implementation absolutely prohibiting production of a 
copy, or a one-copy control implementation allowing only 
the first -generation copy to be produced. In the case of 
a RAM disk, no-more-copy control information shall be 
added to a main information signal recorded on the disk 
to* indicate that no more copies of the signal can be 

64 



produced . 
[0084] 

Thus, any pair of information on the media type and 
information on copy control added to a main information 
signal other than those described above is determined to 
indicate that the main information signal has been 
obtained as a result of an illegal copy operation and its 
use can be restricted. In addition, the information- 
signal reproducing system described below is also capable 
of preventing a main information signal obtained as a 
result of an illegal copy operation from being reproduced 
and utilized by alteration of the information on the 
media type. 
[0085] 

It should be noted that the disk recording medium 
used in the embodiment described below is a DVD. In 
addition, while various kinds of data such as a video 
signal (or picture data) , an audio signal and a program 
can be recorded as a main information signal on the DVD, 
it is assumed in the following description that the main 
information signal recorded on the DVD is avideo signal 
in order to make the description simple. In the following 
description, a rewritable DVD is referred to as a RAM 
disk while an unrewritable read-only DVD is referred to 



as a ROM disk. 
[0086] 

(Presentation of an Information Signal to the User) 

The following description includes an explanation 
of presentation of a digital video signal with 
information on copy control added thereto. Routes through 
which an information signal is presented to the user 
include a ROM disk produced by a content maker, a network 
such as the Internet and broadcasting media such as 
satellite broadcasting or cable broadcasting. 
[0087] 

In either case, since the digital video signal may 
be illegally copied and used, information on copy control 
is added to the digital video signal as digital -watermark 
information which is difficult to alter, and the digital 
video signal is subjected typically to encryption 
processing (scramble processing) according to the CSS 
system. 
[0088] 

It should be noted that, in the embodiments, the 
information on copy control is subjected to,-- a spectrum- 
spreading process by using a series of PN (Pseudo- random 
Noise) codes which are referred to hereafter as PN codes, 
and the information on copy control completing the 
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spectrum- spreading process is superposed on the digital 
video signal as digital -watermark information. 
[0089] 

First of all, presentation of a main information 
signal by means of a ROM disk is explained by referring 
to FIG. 6. FIG. 6 is a block diagram showing a recording 
apparatus used by a content maker to record a main 
information signal in a process to produce a regular ROM 
disk wherein a recorded digital video signal and digital - 
watermark information added thereto as information on 
copy control are subjected to the encryption processing 
according to the CSS system before being recorded onto 
the ROM disk. 
[0090] 

As shown in FIG. 6, a digital video signal S51 to 
be recorded onto a ROM disk 400 is supplied to an adder 
53 by way of an input terminal 51. Meanwhile, from an 
input terminal 52, a vertical synchronization signal VD 
separated from the digital video signal S51 is supplied 
as a timing signal to a PN-code generating unit 541 and 
an information on copy control generating unit 542 which 
are employed in an SS (spectrum spreading) -information on 
copy control generating unit 54. 
[0091] 
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Using a clock signal synchronized with the vertical 
synchronization signal VD, the PN-code generating unit 
541 generates a series of PN codes starting with the 
first code to be used in a spectrum- spreading process of 
the information on copy control by each N fields, where N 
is an integer. 
[0092] 

At the same time, using the clock signal 
synchronized with the vertical synchronization signal VD, 
the information on copy control generating unit 542 
generates an information on copy control series to be 
superposed on the digital video signal by each N fields 
in the same way as the PN-code generating unit 541. The 
series of PN codes generated by the PN-code generating 
unit 541 and the information on copy control series 
generated by the information on copy control generating 
unit 542 are supplied to a multiplier 543. 
[0093] 

That is to say, the PN-code generating unit 541 and 
the information on copy control generating unit 542 
generate a series of PN codes and the information on copy 
control series, respectively starting from the beginnings 
of the series by using the same clock signals with the 
same timing synchronized to the vertical synchronization 
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signal VD by typically each field or by each frame, 
supplying the series of the codes and the information to 
the multiplier 543 . 
[0094] 

In the multiplier 543, the information on copy 
control series is subjected to a spectrum- spreading 
process by using the series of PN codes to generate SS- 
information on copy control which is then supplied to a 
level control unit 544 . The level control unit 544 
adjusts the level of the SS- information on copy control 
so that the SS- information on copy control has such a low 
level as not to disturb a picture represented by the 
digital video signal when the picture is displayed on a 
monitor to which the digital video signal is supplied 
along with the SS-inf ormation on copy control superposed 
thereon. The SS-inf ormation on copy control S52 with an 
adjusted level is then supplied to the adder 53. 
[0095] 

The adder 5 3 superposes the SS-inf ormation on copy 
control S52 on the digital video signal S51 to generate a 
digital video signal S53 . The digital video signal S53 
with the SS-inf ormation on copy control S52 superposed 
thereon is then supplied to a data compressing unit 55. 
The data compressing unit 55 compresses the digital video 



signal S53 in accordance with the MPEG system, supplying 
a compressed digital video signal S54 to an encryption 
unit 56 . 
[0096] 

In this embodiment, the encryption unit 56 carries 
out encryption processing according to the CSS system on 
the digital video signal S54, if the information on copy 
control superposed on the digital video signal S54 
prohibits copy operation or restricts production of copy 
generations, to generate an encrypted digital video 
signal S55 which is then supplied to a write unit 58. 
[0097] 

The write unit 58 also receives information on the 
media type from a media-type generating unit 57. As 
described above, the information on the media type 
indicates whether the disk 400 is a ROM or RAM disk. The 
write unit 58 writes the information on the media type 
into an area in the disk 400, such as the TOC or the 
directory, into which the user never records data. In 
this case, since the disk 400 is a ROM disk, the 
information on the media type indicating that the disk 
400 is a ROM disk is recorded into the disk 400. 
[0098] 

In addition, as for the encrypted digital video 



signal S25, the write unit 58 also records information 
such as an encryption key used in the processing to 
encrypt the digital video signal S25 in accordance with 
the CSS system into an area on the disk 4 00 from which 
the user can not read out data. The digital video signal 
S55 itself is also written by the write unit 58 into the 
data area of the disk 400. 
[0099] 

In this way, it is possible to produce the so- 
called "commercially available" ROM disk containing a 
digital video signal with SS-inf ormation on copy control 
superposed thereon as digital -watermark information or 
containing a digital video signal completing encryption 
processing according to the CSS system in order to 
implement copy generation restriction on the digital 
video signal. 
[0100] 

As described earlier, the information on copy 
control indicates one of the control implementations, 
namely, copy free, one copy (allowing the first copy 
generation to be produced) , no more copy (allowing no 
subsequent copy generations to be produced) and never 
copy (absolutely allowing no copy) . 
[0101] 



The disk 400 is the ROM disk produced legitimately 
by a content maker to contain a digital video signal. The 
never-copy control information is superposed on the 
digital video signal recorded into the disk 400 to 
protect the digital video signal against an illegal copy 
operation. 
[0102] 

Subjected to a spectrum- spreading process and 
superposed on the digital video signal as digital- 
watermark information, the information on copy control 
does not degrade the digital video signal, and can not be 
removed or altered. The information on copy control 
superposed on the digital video signal as digital- 
watermark information can be detected by equipment to be 
described later such as a data processing unit or a 
recording apparatus with a high degree of reliability, 
making it possible to execute control of processing 
carried out on the information signal such as 
reproduction control and copy control based on the 
detected information on copy control. 
[0103] 

FIGS. 7A to 7D are diagrams showing relations 
between the SS- information on copy control superposed on 
the digital video signal and the digital video signal in 



terms of a spectrum. The information on copy control is a 
signal that conveys a small amount of information having 
a low bit rate and occupies a narrow band as shown in FIG. 
7A. After completing the spectrum- spreading process, the 
information on copy control becomes a signal occupying a 
broad band as shown in FIG. 7B. As shown in FIGS. 7A and 
7B, the level of the SS-inf ormation on copy control (the 
spectrum- spreading processed signal) is inversely 
proportional to the width of the band. 
[0104] 

As described above, the SS-inf ormation on copy 
control is added to the digital video signal S51 by the 
adder 53. The adder 53 superposes the SS-inf ormation on 
copy control on the digital video signal S51 at a level 
smaller than a dynamic range of the digital video signal 
S51 as shown in FIG. 7C, so that the digital video signal 
S51 is hardly degraded by the superposition. Thus, when 
the digital video signal with SS-inf ormation on copy 
control superposed thereon is reproduced and supplied to 
a monitor receiver to display pictures thereon, effects 
of the SS-inf ormation on copy control hardly exist. As a 
result, fine reproduced pictures can be obtained. 
[0105] 

As will be described later, if a spectrum- inverse- 



spreading process needs to be carried out in order to 
detect the SS- information on copy control, the SS- 
information on copy control is restored back into a 
signal with a narrow band as shown in FIG. 7D as a result 
of the spectrum-inverse-spreading process. By providing a 
sufficiently large band spreading factor, the power of 
information on copy control detected as a result of the 
spectrum- inverse- spreading process is greater than the 
information signal which is the video signal in the case 
of the embodiment, thereby being detected. 
[0106] 

In this case, since the SS information on copy 
control added to the video signal is superposed thereon 
at the same time and at the same frequency as the video 
signal, the SS information on copy control can be removed 
and corrected by using a frequency filter and a simple 
information replacement technique respectively. 
[0107] 

Thus, by superposing necessary SS information on 
copy control on a video signal and recording the signal, 
the information on copy control can be transferred to a 
receiver with a high degree of reliability. In addition, 
if the information on copy control to be superposed on an 
information signal such as a video signal is subjected to 
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a spectrum- spreading process at a signal power smaller 
than that of the information signal as is the case with 
the above-mentioned embodiment, degradation of the 
information signal can be minimized. 
[0108] 

Therefore, since it is thus hard to alter and 
remove SS information on copy control superposed on an 
information signal such as a video signal, an operation 
to illegally copy a video signal can be made difficult. 
[0109] 

As already mentioned, information on the media type 
is recorded on a disk 4 00 for recording a digital video 
signal by using the recording apparatus 50 shown in FIG. 
6. It should be noted, however, that by manufacturing a 
disk containing information on the media type from the 
beginning, it is not necessary to the record information 
on the media type on the disk for recording a main- 
information signal such as a digital video signal by 
using the recording apparatus. 
[0110] 

In addition, when a digital video signal to include 
the never-copy or one-copy control information described 
above is presented to the user by way of the Internet or 
by means of broadcasting media, for example, the 
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information on copy control is superposed on the digital 
video signal as digital -watermark information and the 
digital video signal including the information on copy- 
control are subsequently compressed in accordance with 
the MPEG system and then encrypted in accordance with the 
CSS system in the same way as the recording apparatus 50 
shown in FIG. 6 before being presented to the user. 
[0111] 

A digital video signal presented to the user by 
means of a regularly produced ROM disk or through the 
Internet or broadcasting media as described above may be 
copied illegally into a RAM disk. An information-signal 
reproducing system to be described next is capable of 
preventing the digital video signal recorded on such a 
RAM disk from being reproduced for illegal use by 
alteration of the information on the media type explained 
earlier with reference to FIG. 9. That is to say, by 
disabling an operation to reproduce a digital video 
signal illegally copied into a recording medium such as a 
RAM disk, it is possible to protect the copyright on the 
digital video signal and, hence, to prevent. an 
information signal from being illegally copied. 

[0112] 
(First Embodiment) 



FIG. 1 is a block diagram used for explaining an 
information-signal reproducing system ( information- signal 
reproducing apparatus) 10 implemented by a first 
embodiment. As shown in the figure, the information- 
signal reproducing system 10 includes a disk reproducing 
apparatus 11 and a data processing unit 12 which are 
connected to each other by a transmission line (bus) 13 
for exchanging information signals. 
[0113] 

As shown in FIG. 1, the disk reproducing apparatus 
11 includes a readout unit 111 and a media-type 
encrypting unit 112. On the other hand, the data 
processing unit 12 includes a media-type decoding unit 
121, a decryption unit 122, an MPEG decoding unit 123, a 
digital -watermark- information detecting unit 124, an 
output control unit 125, and a switch circuit 126. 
[0114] 

The readout unit 111 employed in the disk 
reproducing apparatus 11 reads out information on the 
media type Tj and a digital video signal Vi from a disk 
DK mounted on the disk reproducing apparatus 11. As 
described above, this digital video signal Vi is obtained 
as a result of a series of processes wherein the 
information on copy control is superposed on an original 



digital video signal as digital-watermark information and 
the digital video signal Vi including the information on 
copy control are subsequently compressed in accordance 
with the MPEG system and then encrypted in accordance 
with the CSS system. Both the information on the media 
type Tj and the digital video signal Vi thus read out are 
then supplied to the data processing unit 12 through the 
transmission line 13 . 
[0115] 

In addition, the information on the media type Tj 
read out by the readout unit 111 is supplied to the 
media-type encrypting unit 112 also employed in the disk 
reproducing apparatus 11. In this embodiment, the 
information on the media type Tj is encrypted in 
accordance with. the CSS system, being converted into 
encrypted information on the media type STj . Then, the 
encrypted information on the media type STj is also 
supplied to the data processing unit 12 through the 
transmission line 13. 
[0116] 

In the data processing unit 12, the (encrypted 
information on the media type STj and the digital video 
signal Vi are supplied to the decryption unit 122 whereas 
the information on the media type Tj is supplied to the 
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media-type decoding unit 121 as shown in FIG. 1. 
[0117] 

The decryption unit 122 decrypts the encrypted 
digital video signal Vi and the encrypted information on 
the media type STj by using an algorithm for the 
encryption carried out on the digital video signal Vi and 
the information on the media type STj or a correct 
encryption key to produce a decrypted digital video 
signal Vm and decrypted information on the media type Mt . 
A correct decrypted digital video signal Vm and correct 
decrypted information on the media type Mt are obtained 
only if a correct algorithm or a correct encryption key 
is used, that is, only if the decryption is carried out 
correctly . 
[0118] 

If the decryption can not be carried out normally, 
the switch circuit 126 is turned off by the output 
control unit 125 so as not to output the video signal. 
[0119] 

The digital video signal Vm normally decrypted by 
the decryption unit 122 is supplied to the ,MPEG decoding 
unit 123 and the information on the media type Mt 
normally decrypted by the decryption unit 122 is supplied 
to the media-type decoding unit 121. 



[0120] 

The MPEG decoding unit 12 3 decompresses the digital 
video signal Vm which has been compressed in accordance 
with the MPEG system to restore the original digital 
video signal V. The restored original digital video 
signal V is supplied to the digital -watermark- information 
detecting unit 124 and an input terminal of the switch 
circuit 126 . 
[0121] 

The digital-watermark-information detecting unit 
124 detects the information on copy control which is the 
digital -watermark information superposed on the supplied 
digital video signal. As described above, the digital- 
watermark information superposed on the digital video 
signal has completed a spectrum- spreading process. The 
digital -watermark- information detecting unit 124 detects 
the information on copy control by carrying out a 
spectrum-inverse-spreading process . 
[0122] 

In the first embodiment, the digital -watermark- 
information detecting unit 124 employed in ,the data 
processing unit 12 includes a multiplier 241, a 
synchronization detector 242, a PN-code generator 243 and 
a code identifier 244 as shown in FIG. 2. The digital 
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video signal V from the MPEG decoding unit 123 is 
supplied to the multiplier 241 and the synchronization 
detector 242 employed in the digital-watermark- 
information detecting unit 124 . The synchronization 
detector 242 detects a vertical synchronization signal VD 
from the digital video signal V, supplying the vertical 
synchronization signal VD to the PN-code generator 243. 
[0123] 

The PN-code generator 243 generates a series of PN 
codes by using a clock signal synchronized to the 
vertical synchronization signal VD with each PN code 
generated with timing synchronized to the vertical 
synchronization signal VD in the same way as the 
generation of the series of PN codes used in the 
spectrum- spreading process in the recording circuit 50 
shown in FIG. 6. That is to say, the series of PN codes 
is generated with the same timing as that used in the 
spectrum- spreading, process of the digital-watermark 
information superposed on the digital video signal and 
supplied to the multiplier 241. 
[0124] 

The multiplier 241 carries out a spectrum- inverse - 
spreading process by multiplying the digital video signal 
V by the series of PN codes received from the PN-code 
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generator 243 in order to detect a copy-control - 
information series superposed on the digital video signal 
V, supplying the copy-control-information series to the 
code identifier 244. 
[0125] 

The code identifier 244 determines the contents of 
the information on copy control from the supplied copy- 
control -information series, supplying the result to the 
output control unit 125. To put in detail, from the copy- 
control -information series obtained from the spectrum- 
inverse -spreading process, the code identifier 244 
detects whether the information on copy control 
superposed on the digital video signal V is the copy- free 
control information allowing copy operations to be 
carried out freely, the one-copy control information 
allowing only the first-generation copy to be produced, 
the no-more-copy control information allowing no further 
generation copies or the never-copy control information 
absolutely prohibiting copy operations . The detected type 
of the information on copy control is supplied to the 
output control unit 125. 
[0126] 

In the mean time, the media- type decoding unit 121 
decodes the information on the media type Tj received 
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from the disk reproducing apparatus 11 and the decrypted 
information on the media type Mt received from the 
decryption unit 122 to detect information indicating 
whether the disk DK mounted on the disk reproducing 
apparatus 11 is a ROM or RAM disk, supplying the detected 
information on the disk type to the output control unit 
125. At that time, if the information on the media type 
Tj is different from the decrypted information on the 
media type Mt or one of them is missing, the information 
on the media type is determined to have been altered. In 
this case, a request to inhibit a reproduction operation 
is output to the output control unit 125. 
[0127] 

Receiving the request to inhibit a reproduction 
operation, the output control unit 12 5 turns off the 
switch circuit 126 so that the digital video signal V 
completing the MPEG decoding process in the MPEG decoding 
unit 123 is not output. If information on the media type 
is received from the media-type decoding unit 121 instead 
of the request to inhibit a reproduction operation, on 
the other hand, the output control unit 125, turns the 
switch circuit 126 on or off based on the information on 
the media type received from the media- type detecting 
unit 121 and the information on copy control detected by 
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the digital -watermark- information detecting unit 124. 
[0128] 

To be more specific, if the information on the 
media type received from the media-type decoding unit 121 
indicates that the disk DK is a ROM disk and the 
information on copy control received from the digital- 
watermark-information detecting unit 124 is the never- 
copy control information, the switch circuit 126 is 
turned on to allow the MPEG decoding unit 12 3 to output 
the digital video signal V completing the MPEG decoding 
process . 
[0129] 

It should be noted that, in another case which is 
hardly possible from the copyright-protection point of 
view as described earlier, the one-copy control 
information allowing the first-generation copy to be 
produced is added to a video signal recorded on a ROM 
disk. Also for such a disk, the switch circuit 126 is 
turned on to allow the MPEG decoding unit 123 to output 
the digital video signal V completing the MPEG decoding 
process . 
[0130] 

If the information on the media type received from 
the media-type decoding unit 121 indicates that the disk 
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DK is a ROM disk and the information on copy control 
received from the digital -watermark- information detecting 
unit 124 is the no-more-copy control information, the 
switch circuit 126 is turned off to prevent the digital 
video signal V completing the MPEG decoding process from 
being output . 
[0131] 

If the information on the media type received from 
the media-type decoding unit 121 indicates that the disk 
DK is a RAM disk and the information on copy control 
received from the digital -watermark- information detecting 
unit 124 is the no-more-copy control information, the 
switch circuit 126 is turned on to allow the MPEG 
decoding unit 123 to output the digital video signal V 
completing the MPEG decoding process. 
[0132] 

If the information on the media type received from 
the media-type decoding unit 121 indicates that the disk 
DK is a RAM disk and the information on copy control 
received from the digital-watermark-information detecting 
unit 124 is the never-copy or one-copy control 
information, the switch circuit 126 is turned off to 
prevent the digital video signal V completing the MPEG 
decoding process from being output. It should be noted 
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that such a RAM disk with such information on copy 
control is not seen in the normal usage as described 
before . 
[0133] 

As described above, the encrypted information on 
the media type STj is output by the disk reproducing 
apparatus 11 to the data processing unit 12 along with 
the digital video signal Vi and the information on the 
media type Tj . Since the encrypted information on the 
media type STj is obtained as a result of an encryption 
process, it is not easy to alter the information STj. 
Thus, by merely altering the information on the media 
type Tj , an operation to reproduce the digital video 
signal Vi can not be carried out since a result of 
comparison of the encrypted information on the media type 
STj with the information on the media type Tj will 
immediately indicate whether or not the information on 
the media type Tj has been altered. 
[0134] 

Assume that a digital video signal with the never- 
copy control information superposed thereon is illegally 
copied from a ROM disk (which is the legal means of 
presentation of the digital video signal) to a RAM disk, 
and the information on the media type is changed from 
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information indicating a RAM disk to one indicating a ROM 
disk. Even in this case, an operation to reproduce the 
illegally copied digital video signal is disabled. 
[0135] 

Assume that a digital video signal on which 
digital -watermark information such as the never-copy or 
one-copy control information presented to the user 
through the Internet or broadcasting media and illegally 
copied to a RAM disk is superposed, and that the 
information on the media type is changed from information 
indicating a RAM disk to one, indicating a ROM disk in an 
operation to reproduce the illegally copied digital video 
signal. In this case, similarly, such an illegal 
operation is also disabled as well. 
[0136] 

As described above, it is possible to reliably 
prevent a digital video signal obtained as a result of an 
illegal copy operation from being utilized. In addition, 
even when the information on the media type Tj is not 
altered, it is also possible to prevent a digital video 
signal obtained as a result of an illegal copy operation 
from being reproduced on the basis of the information on 
the media type and the information on copy control 
detected from the digital video signal. As added to the 

87 



digital video signal as digital -watermark information, 
the information on copy control can not be removed and 
altered. Thus, it is possible to reliably execute control 
of an operation to reproduce the digital video signal in 
consideration of the information on copy control. 
[0137] 

(Modification of the First Embodiment) 

In the first embodiment described earlier, a 
digital video signal presented to the user by using a ROM 
disk or through a network such as the Internet is 
obtained by superposing information on copy control on a 
base-band digital video signal prior to an MPEG encoding 
process in digital -watermark processing as described 
earlier with reference to FIG. 6. 
[0138] 

However, information on copy control may be 
superposed in digital -watermark processing on an 
elementary stream obtained as a result of an MPEG 
encoding process of the digital video signal. In this 
case, the information on copy control superposed on the 
digital video signal as digital -watermark information can 
be detected from the digital video signal completing the 
MPEG encoding process. 
[0139] 
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For such a case, an information- signal reproducing 
system shown in FIG. 3 can be constructed. A watermark- 
information detecting unit 211 employed in a data 
processing unit 21 of the information-signal reproducing 
system is different from the watermark- information 
detecting unit 124 shown in FIG. 1. However, . the other 
components are identical with their counterparts shown in 
FIG. 1. Components in FIG. 3 identical with their 
counterparts shown in FIG. 1 are denoted by the same 
reference numerals as the latter and their explanation is 
not repeated. 
[0140] 

The watermark- information detecting unit 211 
employed in a data processing unit 21 detects information 
on copy control superposed on the MPEG encoded digital 
video signal Vm as digital -watermark information prior to 
the MPEG decoding process. To be more specific, the 
watermark- information detecting unit 211 detects whether 
the information on copy control superposed on the digital 
video signal Vm prior to the MPEG decoding process is the 
copy-free control information, the one-copy- control 
information allowing first-generation copies to be 
produced, the no-more-copy control information or the 
never-copy control information, and supplies the detected 
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type of the information on copy control to the output 
control unit 125. 
[0141] 

As described above, even in the case of information 
on copy control superposed in digital -watermark 
processing on an elementary stream obtained as a result 
of an MPEG encoding process of the digital video signal, 
it is possible to reliably execute control of an 
operation to reproduce the digital video signal based on 
the information on the media type Tj and the information 
on copy control STj . To put it in detail, an operation to 
reproduce a digital video signal from the disk DK can be 
controlled correctly and reliably on the basis of the 
information on the media type Tj output by the media- type 
decoding unit 121 and the information on copy control 
detected by the digital -watermark- information detecting 
unit 211. 
[0142] 

As shown in FIG. 3, the MPEG decoding unit 123 is 
placed between the decryption unit 122 and the switch 
circuit 126. It should be noted, however, .that the MPEG 
decoding unit 123 can also be provided after the switch 
circuit 126. In this case, the MPEG compressed digital 
video signal is supplied to the MPEG decoding unit 123 



only if the switch circuit 126 is turned on by the output 
control unit 125, that is, only if an operation to 
reproduce the digital video signal is allowed. 
[0143] 

Thus, in this case, only a digital video signal, 
the reproduction operation of which is allowed, is 
subjected to an MPEG decoding process. A video signal 
obtained as a result of an illegal copy operation or a 
video signal accompanied by information on the media type 
altered during the transmission between the disk 
reproducing apparatus and the data processing unit is not 
subjected to the MPEG decoding process. 

[0144] 
( Second Embodiment ) 

In the information- signal reproducing system 
implemented by the first embodiment described above, the 
operation to output a video signal from the data 
processing unit 12 or 21 is controlled on the basis of 
unencrypted information on the media type, encrypted 
information on the media type and information on copy 
control superposed on the video signal as digital - 
watermark information. 

[0145] 

As a result, even if the outcome of a determination 



based on the unencrypted information on the media type, 
the encrypted information on the media type and the 
information on copy control superposed on the digital 
video signal as digital -watermark information indicates 
that the video signal is obtained as a result of an 
illegal copy operation, the operation to read out the 
digital video signal from the disk and the operation to 
transmit the digital video signal along with the pieces 
of information on the media type and information on copy 
control from the disk reproducing apparatus 11 to the 
data processing unit 12 or 21 are continued. 
[0146] 

In the case of the information- signal reproducing 
system implemented by the second embodiment, on the other 
hand, if the digital video signal to be reproduced and 
used is determined to have been obtained as a result of 
an illegal copy operation, or the unencrypted information 
on the media type or the encrypted information on the 
media type supplied by the disk reproducing apparatus to 
the data processing unit is determined to have been 
altered, the operation to read out the digital video 
signal from the disk itself is disabled so that the 
signal can not be reproduced. 
[0147] 



FIG. 4 is a block diagram showing an information- 
signal reproducing system 3 0 implemented by the second 
embodiment. Much like the information-signal reproducing 
system 10 implemented by the first embodiment shown in 
FIG. 1, the information-signal reproducing system 3 0 
implemented by the second embodiment includes a disk 
reproducing apparatus 31 and a data processing unit 3 2 
which are connected to each other by a transmission line 
(bus) 33 for exchanging information signals. 
[0148] 

As shown in FIG. 4, the disk reproducing apparatus 
31 includes a readout unit 311, a media- type encrypting 
unit 312, a control - signal decrypting unit 313 and 
readout control unit 314. On the other hand, the data 
processing unit 32 includes a media- type decoding unit 
321, a decryption unit 322, an MPEG decoding unit 323, a 
digital-watermark-information detecting unit 324, a 
control -signal generating unit 325 and a control - signal 
encrypting unit 326. 
[0149] 

The readout unit 311 and the media-type encrypting 
unit 312 employed in the disk reproducing apparatus 31 as 
well as the media- type decoding unit 321, the decryption 
unit 322, the MPEG decoding unit 323 and the digital- 
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watermark- information detecting unit 3 24 employed in the 
data processing unit 32 are identical with their 
respective counterparts in the disk reproducing apparatus 
11 and the data processing unit 12 of the first 
embodiment described earlier. 
[0150] 

Much like the first embodiment, information on the 
media type is recorded on the TOC or the directory of the 
disk DK mounted on the disk reproducing apparatus 32. In 
addition, a digital video signal and information on copy 
control superposed thereon are recorded in a data area of 
the disk DK. As described above, the digital video signal 
and the information on copy control recorded on the disk 
DK are obtained as a result of a series of processes 
wherein the information on copy control is superposed on 
an original digital video signal as digital -watermark 
information and the digital video signal including the 
information on copy control are subsequently compressed 
in accordance with the MPEG system and then encrypted in 
accordance with the CSS system. 
[0151] 

The readout unit 311 employed in the disk 
reproducing apparatus 31 reads out the information on the 
media type Tj and the digital video signal Vi from the 
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disk DK mounted on the disk reproducing apparatus 31. The 
information on the media type Tj and the digital video 
signal Vi are then supplied to the data processing unit 
32 through the transmission line 33. 
[0152] 

In addition, the information on the media type Tj 
read out by the readout unit 311 is supplied to the 
media-type encrypting unit 312 also employed in the disk 
reproducing apparatus 31. Also this second embodiment, 
the information on the media type Tj is encrypted in 
accordance with the CSS system, being converted into 
encrypted information on the media type STj . Then, the 
encrypted information on the media type STj is also 
supplied to the data processing unit 32 through the 
transmission line 33. 
[0153] 

In the data processing unit 32, the encrypted 
information on the media type STj and the digital video 
signal Vi are supplied to the decryption unit 322 whereas 
the information on the media type Tj is supplied to the 
media-type decoding unit 321 as is the case. with the 
information- signal reproducing system implemented by the 
first embodiment described earlier. 
[0154] 



The decryption unit 322 decrypts the encrypted 
digital video signal Vi and the encrypted information on 
the media type STj to produce a decrypted digital video 
signal Vm and decrypted information on the media type Mt . 
The digital video signal Vm is supplied to the MPEG 
decoding unit 323 and the information on the media type 
Mt is supplied to the media-type decoding unit 321. 
[0155] 

The MPEG decoding unit 323 decompresses the digital 
video signal Vm which has been compressed in accordance 
with the MPEG system to restore the original digital 
video signal V. The restored original digital video 
signal V is supplied to the digital -watermark- information 
detecting unit 324. 
[0156] 

Much like the digital -watermark- information 
detecting unit 124 employed in the first embodiment 
described above, the digital -watermark- information 
detecting unit 324 detects the type of the information on 
copy control superposed as digital -watermark information 
on the digital video signal received from the MPEG 
decoding unit 323. To put in detail, the digital- 
watermark- information detecting unit 324 determines 
whether the information on copy control is the copy- free 



control information allowing copy operations to be 
carried out freely, the one-copy control information 
allowing the first-generation copy to be produced, the 
no-more-copy control information allowing no further 
generation copies or the never-copy control information 
absolutely prohibiting copy operations. 
[0157] 

In the mean time, the media-type decoding unit 321 
decodes the information on the media type Tj received 
from the disk reproducing apparatus 31 and the decrypted 
information on the media type Mt received from the 
decryption unit 322 to detect information indicating 
whether the disk DK mounted on the disk reproducing 
apparatus 31 is a ROM or RAM disk, supplying the detected 
information on the disk type to the control -signal 
generating unit 325. 
[0158] 

At that time, if the information on the media type 
Tj is different from the decrypted information on the 
media type Mt or one of them is missing, the information 
on the media type is determined to have been altered. In 
this case, a request to inhibit a reproduction operation 
is output by the media- type decoding unit 3 21 to the 
control -signal generating unit 325. 
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[0159] 

Receiving the request to inhibit a reproduction 
operation from the media- type decoding unit 321, the 
control-signal generating unit 325 generates a control 
signal to stop the operation to read out the digital 
video signal from the disk DK in the disk reproducing 
apparatus 31, supplying the control signal to the 
control -signal encrypting unit 326. 
[0160] 

If information on the media type is received from 
the media- type decoding unit 321 instead of the request 
to inhibit a reproduction operation, on the other hand, 
the control -signal generating unit 325 makes a 
determination as to whether or not the digital video 
signal recorded on the disk DK has been obtained as a 
result of an illegal copy operation. The determination is 
based on the information on the media type received from 
the media-type detecting unit 321 and the information on 
copy control detected by the digital -watermark- 
information detecting unit 324. If the digital video 
signal recorded on the disk DK is determined to have been 
obtained as a result of an illegal copy operation, a 
control signal to halt an operation to read out the 
digital video signal from the disk DK in the disk 
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reproducing unit 31 is generated and outputted to the 
control -signal encrypting unit 326. 
[0161] 

To be more specific, if the information on the 
media type received by the control -signal generating unit 
325 from the media-type decoding unit 321 indicates that 
the disk DK is a ROM disk and the information on copy 
control is the no-more-copy control information, or the 
information on the media type received from the media- 
type decoding unit 321 indicates that the disk DK is a 
RAM disk and the information on copy control is the 
never-copy or one-copy control information, a control 
signal to halt the operation to read out the digital 
video signal from the disk DK is generated and supplied 
to the control -signal encrypting unit 326. 
[0162] 

If the information on the media type indicates that 
the disk DK is a ROM disk and the information on copy 
control is the never-copy or one -copy control information, 
or the information on the media type indicates that the 
disk DK is a RAM disk and the information on copy control 
is the no-more-copy control information, a control signal 
to continue the operation to read out the digital video 
signal from the disk DK is generated and supplied to the 



control -signal encrypting unit 326. 
[0163] 

The control -signal encrypting unit 32 6 encrypts the 
control signal received from the control - signal 
generating unit 325 in accordance with the CSS system and 
transmits the encrypted control signal to the control - 
signal decrypting unit 313 employed in the disk 
reproducing apparatus 31. 
[0164] 

The control -signal decrypting unit 313 employed in 
the disk reproducing apparatus 31 decrypts the encrypted 
control signal by using the same algorithm as an 
algorithm for the encryption carried out by the control - 
signal encrypting unit 326 employed in the data 
processing unit 32 or a correct encryption key to produce 
a decrypted control signal which is then supplied to the 
readout control unit 314. If the control -signal 
decrypting unit 313 is not capable of normally decrypting 
the encrypted control signal, the control signal is 
determined to be abnormal. In this case, a control signal 
to halt the operation to read out the digital video 
signal from the disk DK is generated and supplied to the 
readout control unit 314. 
[0165] 
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The readout control unit 314 controls the operation 
to read out the digital video signal from the disk DK in 
accordance with the control signal received from the 
control -signal decrypting unit 313. If the encrypted 
control signal received from the data processing unit is 
a control signal to halt the operation to read out the 
digital video signal from the disk DK, the readout 
control unit 314 controls the readout unit 311 or a disk 
driving unit not shown in the figure to halt the 
operation to read out the digital video signal from the 
disk DK. 
[0166] 

As described above, if the control -signal 
decrypting unit 313 is not capable of normally decrypting 
the encrypted control signal transmitted from the data 
processing unit 32 because for example the control signal 
has been altered during the transmission, a control 
signal to halt the operation to read out the digital 
video signal from the disk DK is generated and supplied 
to the readout control unit 314. Also in this case, the 
readout control unit 314 controls the readout unit 311 to 
halt the operation to read out the digital video signal 
from the disk DK. 
[0167] 



As described above, the data processing unit 32 is 
capable of correctly and reliably making a determination 
as to whether or not a digital video signal recorded on 
the disk DK has been obtained as a result of an illegal 
copy operation by considering unencrypted information on 
the media type Tj , encrypted information on the media 
type STj and information on copy control superposed on 
the digital video signal as digital -watermark information 
which are received from the disk reproducing information 
31. 

[0168] 

On the basis of the outcome of the determination, 
the disk reproducing apparatus 31 can be controlled to 
disable the operation itself to read out the digital 
video signal from the disk DK. Thus, it is possible to 
reliably prevent the use of a digital video signal which 
has been obtained as a result of an illegal copy 
operation . 
[0169] 

In addition, in the case of the information-signal 
reproducing system 3 0 implemented by the second 
embodiment, digital video signal Vi read out from the 
disk DK, information on the media type Tj and encrypted 
information on the media type STj are transmitted from 
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the disk reproducing information 31 to the data 
processing unit 32 while an encrypted control signal is 
transmitted from the data processing unit 32 to the disk 
reproducing apparatus 31. 
[0170] 

Accordingly, in the information-signal reproducing 
system implemented by the second embodiment, both the 
encrypted information on the media type and the encrypted 
control signal must be decrypted. Thus, an attempt to 
reproduce a digital video signal obtained as a result of 
an illegal copy operation such as alteration of the 
encrypted information on . the media type or the encrypted 
control signal will cause the operation of reading out 
the digital video signal from the disk to be disabled. It 
is therefore possible to reliably prevent the use of the 
digital video signal obtained as a result of an illegal 
copy operation. That is to say, the information-signal 
reproducing system is capable of improving the 
reliability of the reproduction control to prevent the 
use of the digital video signal obtained as a result of 
an illegal copy operation. 
[0171] 

In addition, in the information-signal reproducing 
system implemented by the second embodiment, the 



operation to reproduce a digital video signal from the 
disk DK is halted by the disk reproducing apparatus 31 
which supplies the digital video signal to the data 
processing unit 32. Thus, it is possible to impose 
reproduction restrictions for protection of a copyright 
with a higher degree of security. 
[0172] 

(Modification of the Second Embodiment) 

As described above, information on copy control may 
be .superposed in digital -watermark processing on an 
elementary stream obtained as a result of an MPEG 
encoding process of the digital video signal. In this 
case, by designing an information- signal reproducing 
system like one shown in FIG. 5 wherein the information 
on copy control superposed on the digital video signal as 
digital -watermark information can be detected from the 
digital video signal completing the MPEG encoding process, 
it is possible to impose restrictions on the operation to 
reproduce the digital video signal in the disk 
reproducing unit 31. 
[0173] 

In this case, a watermark- information detecting 
unit 411 employed in a data processing unit 41 of the 
information- signal reproducing system shown in FIG. 5 is 
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different from the watermark- information detecting unit 
324 shown in FIG. 4. However, the other components are 
identical with their respective counterparts shown in FIG. 
4. Components in FIG. 5 identical with their counterparts 
shown in FIG. 4 are denoted by the same reference 
numerals as the latter and their explanation is omitted. 
[0174] 

The watermark- information detecting unit 411 
employed in a data processing unit 41 detects information 
on copy control superposed on the encoded digital video 
signal prior to the MPEG decoding process and supplies 
the detected type of the information on copy control to 
the output control -signal generating unit 325. 
[0175] 

As described above, even in the case of information 
on copy control superposed in digital -watermark 
processing on an elementary stream obtained as a result 
of an MPEG encoding process of the digital video signal , 
it is possible to reliably execute control of an 
operation to reproduce the digital video signal based on 
the information on the media type Tj and the encrypted 
information on the media type STj in the disk reproducing 
apparatus 31. 
[0176] 

105 



In the second embodiment, the operation to read out 
an information signal in the disk reproducing apparatus 
is controlled so that, when the operation to read out an 
information signal in the disk reproducing apparatus is 
halted, the operation to output the video signal from the 
MPEG decoding unit can also be halted as well. 
[0177] 

In this case, the MPEG decoding unit can also be 
controlled directly. As an alternative, a switch circuit 
like the one employed in the first embodiment is provided 
for blocking or passing on the video signal output by the 
MPEG decoding unit to external equipment. 
[0178] 

In addition, a control signal for controlling the 
operation to read out the video signal in the disk 
reproducing apparatus is generated and encrypted in the 
data processing unit before being supplied to the disk 
reproducing apparatus as described above. It should be 
noted that the control signal can be supplied to the disk 
reproducing apparatus without being encrypted. 
[0179] 

In the descriptions of the first and second 
embodiments, information on copyright protection is 
exemplified by information on the media type. It should 
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be noted, however, that the information on copyright 
protection is not limited to the information on the media 
type. For example, as information on copyright protection, 
information on a term of validity to use a main 
information signal can be added to a recording medium in 
which the main information signal is recorded. The 
information on a term of validity is supplied by the disk 
reproducing apparatus to the data processing unit which 
can be executed to prevent the main information signal 
from being output if the term of validity is found 
expired . 
[0180] 

In this case, both encrypted information on a term 
of validity and unencrypted information on a term of 
validity are supplied to the data processing unit as is 
the case with the above-mentioned embodiments. If the 
former does not match the latter, the term of validity to 
use the main information signal is determined to have 
been altered. In this case, the operation to output the 
main information signal is halted. 
[0181] 

As described above, by controlling the processing 
to output the main information signal on the basis of the 
encrypted information on a copyright protection and the 



unencrypted information on a copyright protection without 
taking the information on copy control into consideration, 
it is possible to reliably prevent the main information 
signal from being used illegally. 
[0182] 

Thus, by designing an apparatus for controlling the 
processing of a main information signal based on 
encrypted information on copyright protection and 
unencrypted information on copyright protection, it is 
possible to reliably prevent the main information signal 
from being used illegally. Of course, by also taking 
information such as the information on copy control as is 
the case with the embodiments described above in 
consideration, it is possible to even more reliably 
prevent the main information signal from being used 
illegally. 
[0183] 

In addition to information on a media type and 
information on a term of validity described above, as 
information on copyright protection, it is possible to 
use various kinds of information that may probably be 
altered in order to illegally use a main information 
signal. That is to say, as information on copyright 
protection, CGMS information used as information on copy 
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control or sub-code information of the main information 
signal such as a digital video signal can also be 
encrypted by the disk reproducing apparatus and supplied 
to the data processing unit. 
[0184] 

In this case, by comparing unencrypted sub-code 
information or unencrypted CGMS information with the 
encrypted sub-code information or the encrypted CGMS 
information respectively, it is possible to make a 
determination as to whether or not the sub-code 
information or CGMS information has been altered 
typically in an attempt to illegally copy the main 
information signal and, hence, to control the operation 
to reproduce the main information signal . 
[0185] 

In addition, in the embodiments described above, 
information on copy control is subjected to a spectrum- 
spreading process in order to generate digital -watermark 
information. It should be noted that the technique to 
create digital -watermark information is not limited to 
the spectrum- spreading process. That is to . say, digital- 
watermark information can be created from information on 
copy control and superposed on a main information signal 
by adopting another digital -watermark technique. The 
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digital-watermark information is detected by using a 
method depending on the digital -watermark technique. 
[0186] 

Information on copy control for controlling copy 
operations is not limited to digital-watermark 
information. Other information on copy control such as 
CGMS information can also be used as well. 
[0187] 

In addition, in the embodiments described above, 
information on the media type and a control signal 
supplied by the data processing unit to the disk 
reproducing apparatus and used for controlling a read 
operation in the disk reproducing apparatus are encrypted 
in accordance with the CSS system. It should be noted 
that the encryption technique is not limited to that of 
the CSS system. A variety of encryption techniques can be 
adopted. 
[0188] 

To be more specific, in the case of the second 
embodiment, in the media- type encrypting unit 312 
employed in the disk reproducing apparatus 31 and the 
control -information encrypting unit 326 employed in the 
data processing unit 32 or 42, the encryption technique 
of the CSS system or an encryption technique using an 
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entirely different algorithm or a different encryption 
key can be adopted. If the encryption technique adopted 
in the media-type encrypting unit 312 is different from 
the encryption technique adopted in the control - 
information encrypting unit 326, the security offered by 
the information- signal reproducing system can be further 
enhanced . 
[0189] 

In addition, in the embodiments described above, 
the video signal output by the data processing units 12, 
21, 31 and 41 is supplied to a monitor receiver or a 
recording apparatus for recording the information signal. 
When the video signal output by the data processing units 
12, 21, 31 and 41 is supplied to a recording apparatus, 
for example, it is possible to prevent a main information 
signal obtained as a result of an illegal copy operation 
from being further copied illegally since the video 
signal output by the data processing units 12, 21, 31 and 
41 is not a signal obtained as a result of an illegal 
copy operation. That is to say, the copy control can be 
executed correctly as well as reliably. Furthermore, also 
in the case of a data processing unit provided with a 
facility of a recording apparatus, the copy control can 
be executed correctly as well as reliably so that a main 
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signal obtained as a result of an illegal copy operation 
is not copied again. 
[0190] 

In addition, in the embodiments described above, a 
digital video signal recorded on a DVD is reproduced. It 
should be noted, however, that the processed signal does 
not have to be a video signal. For example, it is needles 
to say that the processed signal can also be an audio 
signal, a variety of programs or various kinds of data. 
If the main control signal is a game program, for example, 
in the first embodiment described above, it is possible 
to execute control in the data processing unit to prevent 
the game program from being executed in case the program 
has been obtained as a result of an illegal copy 
operation. 
[0191] 

The processing of the main information signal 
controlled in the data processing unit includes various 
kinds of processing such as recording and execution of 
the main information signal in addition to the processing 
to output the main information signal explained in the 
descriptions of the embodiments. 
[0192] 

Furthermore, in the embodiments described above, 
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the disk recording medium is a DVD. It is worth noting, 
however, the recording medium is not limited to a DVD. 
For example, the recording medium can be a variety of 
magnetic optical disks and optical disks such as a CD 
(compact disk) and an MD (mini disk) . That is to say, the 
present invention can be applied to an apparatus for 
reading out an information signal from such a disk and 
processing the signal. 
[0193] 

In addition, the disk reproducing apparatus and the 
data processing unit described above may be accommodated 
in a single cabinet like a DVD reproducing apparatus or a 
DVD recording apparatus, or each built as a standalone 
box. To be more specific, the disk reproducing apparatus 
and the data processing unit are presented respectively 
as a disk driver and the main body of a personal computer 
as described above. Of course, it is possible to present 
a disk driver (an information-signal reading apparatus) 
provided with the functions of the disk reproducing 
apparatuses 11 and 31 described earlier with reference to 
FIGS. 1 to 5 as a standalone unit. 
[0194] 

By the same token, it is of course possible to 
present an information- signal processing apparatus 
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provided with the functions of the data processing unites 
12, 21, 31 and 41 described earlier with reference to 
FIGS. 1 to 5 as a standalone unit. The functions to be 
provided to the information- signal processing apparatus 
can be presented as software written in a so-called PC 
card which is used by mounting the card onto typically a 
personal computer implementing the apparatus. As an 
alternative, the functions to be provided to the 
information-signal processing apparatus can also be 
presented as an add-on board including circuits for 
implementing the functions. Such a board is plugged onto 
the information-signal processing apparatus to add the 
functions thereto . 
[0195] 

In addition, in the embodiments described above, 
the information- signal reproducing system provided by the 
present invention includes a DVD disk drive and a 
personal computer. It should be noted, however, that the 
information- signal reproducing system is not limited to 
such a configuration. For example, the present invention 
can also be applied to a system used in conjunction with 
the Internet or digital satellite broadcasting which 
serves as transmission media. 
[0196] 
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In such a system, the disk reproducing apparatus 
for presenting a main information signal, information on 
the media type and encrypted information on the media 
type is implemented by a server. On the other hand, the 
data processing unit for receiving and processing these 
pieces of information is implemented by a client 
apparatus. In the system built in accordance with the 
present invention by using the Internet or digital 
satellite broadcasting as transmission media, it is 
possible to improve security against an operation to copy 
an information signal illegally. 
[0197] 

As described above, according to the information- 
signal reproducing system according to claim 1, both the 
information on copyright protection read out from the 
recording medium and encrypted information on copyright 
protection are used. Since the encrypted information on 
copyright protection is difficult to alter, it will be 
possible to determine whether or not the information on 
copyright protection has been altered in an attempt to 
reproduce the main information signal obtained as a 
result of an illegal copy operation. When thus 
discriminated being different from each other, a main 
information signal obtained as a result of an illegal 
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copy operation can be prevented from being reproduced 
with a high degree of reliability. 
[0198] 

Also, according to the information-signal 
reproducing system according to claim 2, it is difficult 
to alter the encrypted medium-type identification 
information, even though the unencrypted one read out 
from the disk can be altered. As a result, if the 
unencrypted medium-type identification information is 
found different from the encrypted medium- type 
identification information, the unencrypted information 
is determined to have been altered in an attempt to 
reproduce a main information signal resulting from an 
illegal copy operation. Thus, a main information signal 
obtained as a result of an illegal copy operation can be 
prevented from being reproduced with a high degree of 
reliability . 
[0199] 

Also, according to the information-signal 
reproducing system according to claim 3, it is difficult 
to alter the encrypted information on copyright 
protection, thereby the information on copyright 
protection is securely supplied from the information- 
signal reading system to the information-signal 



processing apparatus . Thus, a main information signal 
obtained as a result of an illegal copy operation can be 
prevented from being reproduced with a high degree of 
reliability, on the basis of the information on copyright 
protection and the encrypted information on copyright 
protection . 
[0200] 

Also, according to the information-signal 
reproducing system according to claim 4, whether or not 
the information signal recorded on the recording medium 
is illegal copied is reliably determined, with 
consideration given to the additional information for 
controlling the copy operation added to the main 
information signal . Thereby the reproduction control of 
the information signal recorded on the recording medium 
is executed appropriately and reliably. 
[0201] 

Also, according to the information-signal 
reproducing system according to claim 5, the additional 
information for controlling a copy operation added as 
digital -watermark information on the main information 
signal is detected. In consideration of the additional 
information, the reproduction control of the main 
information signal can be executed more appropriately and 



reliably. 
[0202] 

Also, according to the information-signal 
reproducing system according to claim 6, reproduction of 
illegally copied information signal by altering 
information on copyright protection can be prevented 
reliably. In this case, an operation itself to read out 
the main information signal from the recording medium is 
controlled, so that the reproduction of the main 
information signal is controlled reliably. 
[0203] 

Also, according to the information- signal 
reproducing system according to claim 7, for example, in 
an attempt to reproduce the main information signal 
obtained as a result of an illegal copy operation, both 
the encrypted information on copyright protection read 
out from the information- signal reading apparatus and the 
encrypted readout -control -signal supplied from the 
information- signal processing apparatus must be altered. 
However, since both of them are encrypted, it is 
difficult to alter them. Thus, the reliability for the 
information- signal reproducing system is further enhanced. 
[0204] 

Also, according to the information- signal 
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reproducing system according to claim 8, if the 
unencrypted information on the media type is different 
from the encrypted information on the media type, media- 
type information is determined to have been altered for 
reproduction of illegal-copied information-signal, so 
that information- signal reproducing apparatus can operate 
controlling for reading out the information signal 
appropriately and reliably. 
[0205] 

Also, according to the information- signal 
reproducing system according to claim 9, since the 
information on copyright protection can not be altered 
easily, the encrypted information on copyright protection 
is surely supplied from the information-signal reading 
apparatus to the information-signal processing apparatus. 
Thereby, in accordance with the information on copyright 
protection and encrypted information on copyright 
protection, the information- signal reading apparatus can 
operates readout process of the main information signal, 
appropriately and reliably. 
[0206] 

Also, according to the information-signal 
reproducing system according to claim 10, if the illegal 
copied information-signal on a recording medium is to be 
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reproduced, both the encrypted information on copyright 
protection and. the readout -control signal are needed to 
be decrypted. Thus, the reliability for the information- 
signal reproducing system is enhanced. 
[0207] 

Also, according to the information- signal 
reproducing system according to claim 11, in accordance 
with the information on copyright protection and the 
additional information for copy control added to the main 
information signal, the information- signal reading 
apparatus operates control for readout process of 
information signal, appropriately and reliably. 
[0208] 

Also, according to the information- signal 
reproducing system according to claim 12, in accordance 
with the information on copyright protection and the 
additional information provided as digital -watermark 
information added to the main information, the 
information- signal reading apparatus operates control for 
readout process of information signal, appropriately and 
reliably. 



[Brief Description of the Drawings] 
[FIG. 1] 
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FIG. 1 is a block diagram used for explaining an 
embodiment implementing an information-signal reproducing 
system provided by the present invention. 
[FIG. 2] 

FIG. 2 is a block diagram used for explaining a 
digital -watermark- information detecting unit employed in 
the information- signal reproducing system shown in FIG. 1. 
[FIG. 3] 

FIG. 3 is a block diagram used for explaining a 
modification of the information-signal reproducing system 
shown in FIG. 1. 
[FIG. 4] 

FIG. 4 is a block diagram used for explaining 
another implementation of the information-signal 
reproducing system shown in FIG. 1. 
[FIG. 5] 

FIG. 5 is a block diagram used for explaining a 
modification of the information-signal reproducing system 
shown in FIG. 1. 
[FIG. 6] 

FIG. 6 is a block diagram used for explaining an 
information- signal recording apparatus for producing a 
disk recording medium for regularly recording an 
information signal . 
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[FIG. 7] 

FIGS . 7A to 7D are diagrams used for explaining a 
relation between an information signal and an SS- 
information on copy control (digital -watermark 
information) superposed on the information signal. 
[FIG. 8] 

FIG. 8 is a block diagram used for explaining an 
information- signal reproducing system in which an 
operation to reproduce a main information signal from a 
disk is controlled by taking information on an attribute 
of a recording medium into consideration. 
[FIG. 9] 

FIG. 9 is a block diagram used for explaining an 
information-signal reproducing system capable of altering 
information on an attribute of a recording medium. 
[Description of Reference Numerals] 

11, 31 ... disk reproducing apparatus; 12, 32 ... data 
processing unit; 13 , 33 ... transmission line; 111 ... 
readout unit; 112 ... media- type encrypting unit; 121 ... 
media- type decoding unit; 122 ... decryption unit; 123 ... 
MPEG decoding unit; 124, 211 ... digital -watermark- 
information detecting unit; 125 ... output control unit; 
126 ... switch circuit; 311 ... readout unit; 312 ... media- 
type encrypting unit; 313 ... control - signal decrypting 



unit; 314 ... readout control unit; 321 ... media- type 
decoding unit; 322 ... decryption unit; 323 ... MPEG 
decoding unit; 324, 411 ... digital-watermark-information 
detecting unit; 325 ... control-signal generating unit; 326 
... control -signal encrypting unit. 
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[Name of Document] Abstract of the Disclosure 
[Abstract] 

[Object] The present invention provides an apparatus and 
a method for protecting a copyright of a information 
signal with a high degree of reliability and for 
preventing a information signal from being copied 
illegally by substantially disabling an operation to 
reproduce a information signal obtained as a result of an 
illegal copy operation. 

[Solving Means] A disk reproducing apparatus 11 reads out 
the digital video signal Vi as a main information signal 
from a disk DK and a media type Tj recorded on a TOC of 
the disk DK, then obtains a encrypted information on a 
media type STj generated by encrypting the media type Tj , 
and supplies Vi, Tj , and STj to a data processing unit 12. 
The data processing unit 12 determines whether or not the 
information signal is illegally copied, on the basis of 
the media type Tj and the encrypted information on the 
media type STj , thus controls reproduction of the digital 
video signal Vi recorded on the disk DK. 

[Selected Drawing] FIG. 1 



In the Drawings : 
[FIG. 1] 

10: Information- signal reproducing system (Information 

signal reproducing apparatus) 

112: Media-type encrypting unit 

111: Readout unit 

11: Disc reproducing apparatus 

121: Media-type decoding unit 

122 : Decrypting unit 

123 : MPEG decoding unit 

124: Digital-watermark-information detecting unit 
125: Output control unit 
12 : Data processing unit 

[FIG. 2] 

244 : Code identifier 

242: Synchronization detecting unit 
24 3 : PN-code generating unit 

[FIG. 3] 

20: Information- signal reproducing system (Information 
signal reproducing apparatus) 
112 : Media-type encrypting unit 
111: Readout unit 
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11: Disc reproducing apparatus 
121: Media- type decoding unit 
122 : Decrypting unit 
123 : MPEG decoding unit 

211: Digital -watermark- information detecting unit 
12 5: Output control unit 
21: Data processing unit 

[FIG. 4] 

30: Information- signal reproducing system (Information- 
signal reproducing apparatus) 
312: Media-type encrypting unit 
311: Readout unit 
31: Disc reproducing apparatus 
314: Readout control unit 
313: Control -signal decrypting unit 
321: Media-type decoding unit 
322: Decrypting unit 
323: MPEG decoding unit 

324: Digital -watermark- information detecting unit 
325: Control -signal generating unit 
326: Control-signal encrypting unit 
32: Data processing unit 
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[FIG. 5] 

40: Information-signal reproducing system (Information- 
signal reproducing apparatus) 
312: Media-type encrypting unit 
311: Readout unit 
31: Disc reproducing apparatus 
314 : Readout control unit 
313: Control-signal decrypting unit 
321: Media-type decoding unit 
322 : Decrypting unit 
323: MPEG decoding unit 

411: Digital-watermark-information detecting unit 
325: Control-signal generating unit 
326: Control-signal encrypting unit 
41: Data processing unit 

[FIG. 6] 

50: Recording apparatus 
55: Data compressing unit 
56: Encryption unit 
58: Write unit 

57: Media-type generating unit 
541: PN-code generating unit 

542 : Information on copy control generating unit 
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544 : Level control unit 
[FIG. 7] 

(a) : Information on copy control spectrum before a 
spectrum- spreading process 

(b) : Information on copy control spectrum after a 
spectrum- spreading process 

(c) : Spectrum of an information signal with SS- 
information on copy control superposed thereon 
A: Information signal 

B: Dynamic range of the information signal 
C: SS-inf ormation on copy control 
D: Information on copy control 
E: Information signal 

(d) : Signal spectrum after a spectrum- inverse -spreading 
process 

[FIG. 8] 

100: Information-signal reproducing system (Information- 
signal reproducing apparatus) 
104: Readout unit 

101: Disc reproducing apparatus 
105: Media-type decoding unit 

106: Digital-watermark-information detecting unit 
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